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A CITIZEN’S GUIDE ON USING THE- FREEDOM OF INFORMA-

" TION ACT AND THE PRIVACY ACT OF 1974 TO REQUEST
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May 24, 1993.-‘—Comm,itt_ed'to the Committee of the Whole House on the State of
‘ “the Union and ordered to be printed -

‘Mr. CONYERS, frqn’f the Com»m'ittge,on’: ‘Government Operations,
| - - submitted the following

: FI_RST'VREPORT '
BASED ON A STUDY BY THE INFORMATION, JUSTICE, TRANSPORTATION,
., ~ ANDAGRICULTURE SUBCOMMITTEE -
On May 20, 1993, the Committee on Government Operations ap-

proved and adopted a report entitled “A Citizen’s Guide on Using
the Freedom of Information Act and the Privacy Act of 1974 To Re-

mit a copy to the Speaker of the House.
L I. PREFACE S
In 1977, the House Committee on Government Operations issued

- quest Government Records.” The chairman was directed to trans-

_the first Citizen’s Guide on how to request records from Federal
‘agencies.! The original Guide was reprinted many times and wide-

ly distributed. The Superintendent of Documents. at the Govern-
ment Printing Office reported that almost 50,000 copies were sold

.- between 1977 and 1986 when the guide went out of print. In addi-
~ tion, thousands of copies were distributed by the House Committee

on Government Operations, Members of Congress, the Congres-

sional Research Service, and other Federal agencies. The original

Citizen’s Guide is one of the most widely read congressional com-
mittee reports in history. » - :

1A Citizen’s Guide on How to Use the Freedom of nfarrﬁ;ation Act and the Privacy.'Act in Re-

- 7 questing Government Documents, H. Rept., No. 95-796, 96th Cong., 1st-sess. (1977).

(1)




.+ ernors, must:arm themselves, ‘with the power knowledge
tion shat o Of Information Act [FOLA) establishes a prosurnp.
tion that records in the possession of -agencies and dep"artmeﬁtgj of
the executive branch of the'U.S: -"Go’v'erniné‘ﬁt"*-ii'e"-acc'ésﬁble to the
people. This was not always the approach to Federal information
disclosure policy. Before enactment of the FOIA in 1966, the bur-
den. was on-the iﬂdiyidu.a-l,.tos:establish-za. right-to examine these
government records, There. were no statutory guidelines Or proce-
.dures to.help.a person. secking information; There were no judicial
Temedies for those denied BCCOSS. o TR
With the passage of the FOIA, the burden of proof shifted from
the individual o the government, Those seeking information are no
1ger. required -show a need for information, Instead, the “need

as been replaced by a “rij ht to know” doctrine.

" has o justify the need for secrecy.

2A Citizen’s Guide on Usinilthe Freedom (gﬁ[nformation Act and. th_e;-_Priqa?: Act of 1974.To
equest Govemrnent-ﬂe'eofds,' - Rept. No. 10 199, 100th Cong, 1st sess, (1987). -
Public Law 100503, , .

YA Citizen’s Guide'on Using the Freedom tf‘ Information Act and the Priuacgy Act of 1974 To
Request Govemméntilftgcord;f{.,Re t. No, 101-193, 101st Cong,, 1t sess. (1989), o
A Citizen's Quide on'Using tk,é‘“g'reédamg of Information Act and the Priva  Act-of 1974 To
Reguest Gavemmnﬁ’l?éecrd_a,é “Rept. No."10 =148, 102d Cong., 1at ses. (’19;1?.’"' A
1031&3;;5)1:0 W.T, Barry, Aug. 4, 1822, in G.P. Hunt, ed,, Df The Writings of James Madison

he committee Wwishes to acknowledge the assistance of Harold C. Relyea, Specialist, Amer-
/ ican National Government, Government Division, Congressiona} Research Service, in the prepa-
/ ration of this report. . - _ :
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- The FOIA sets standards for determining which records must be
disclosed:and which records can be withheld. The law also provides
administrative and judicial ‘remedies- for those denied access to
records. Above all, the statute requires Federal agencies to provide:

. the fullest possible disclosure of information to the public.

‘The Privacy Act of 1974 is a companion to the FOIA. The Privacy-
Act regulates Federal Government agency recordkeeping and dis-
closure practices. The act allows most individuals to seek access to
Federal agency records about themselves.. The:act requires that .
personal . information in agency files be accurate, complete, rel-
evant, and timely. The subject of a record may.challenge the accu-
racy of information. The act requires that agenci’es obtain informa-
tion directly from. the subject of the record and .that information
gathered for one purpose not be used for another purpose. As. with
the FOIA, the Privacy Act provides .civil-remedies for individuals
whose rights have been violated. - LT o

.Another important feature of the Privacy Act is the requirement
that each Federal agency publish a description of each system of
records. maintained by the.agency that contains personal informa- -
tion. This prevents agencies from keeping secret.records. - .

- e Privacy Act also restricts the disclosure of personally identi-
fiable information by, Federal agencies: Together with the FOIA,
the Privacy.:Act permits. disclosure of most personal files to the.in- -
dividual who is the subject of the files. The two laws restrict disclo- -
sure of personal information to others when disclosure -would vie-.

late privacy interests. - -, . o o weles o
While both the FOIA and the Privacy Act support the disclosure

“of agency records, both laws. also recognize the legitimate need:to

restrict disclosure of .some.information: For example, agencies-may.
withhold information. properly classified.in the-interest of national -
defense or foreign policy, trade secrets, and criminal: -MVeinﬁfatOw'i.
files.  Other specifically defined categories: of confidential informa-
tion may also. be-withheld. - - . - - -~ 7w
The . essential feature of both laws is that they make Federal
agencies accountable for information disclosure -policies and prac--
tices. While neither law %;xj'an_ts an absolute right to examine gov-
ernment documents, both laws establish the right to request
records and to receive a response to the request. If a record cannot
be released, the requester is entitled to be told the reason for the
denial. The reqaester also has a right to appeal the denial and, if
necessary, to challengeitincourt. -~ ,
These procediiral rights granted by the FOIA and the:Privacy
Act make the laws valuable and workable. :As-a result, the disclo-
sure of Federal Government information cantiot be controlled by ar--

bitrary or unreviewable actions. |
** TII. RECOMMENDATIONS

The. committee recommends that this Citizen’s Guide. be made
widely ‘available at low cost to anyone who has an interest in“ob-
taining documents from the Federal Government. The Government
Printing Office and Federal agencies subject to the Freedom of In-
formation Act and the Privacy Act of 1974 should distribute this re-
port widely. . . o - Pl o
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The:committee also recommends that.:this:Citizen’s - Guide be
used by Federal agencies in training:programs: for government em-
-tpl,oyees. who are reigonsible_for administering the Freedomof In- -

ormation Act and the. Privacy Act-of 1974. The Guide should also--
be used by those-government employees who only occasionally work: .
with these two laws. - . = oo - STE L e e

o IV. How To Use THISGUIDE = . - -

This report explains how to use the Freedom of Information Act
and the Privacy Act of 1974. It reflects’ all chang_e‘s"tbjthe laws"
made since 1977. Major amendments to 'the Freedom of Informa-
tion Act passed in 1974 and 1986. A major addition to‘the Privacy
Act of 1974 was énacted in 1988. Minor amendments to the Privacy

Act were made in 1989 and 1990. ~ -

This Guide is intended to serve as a-general introduction to the
'Freedom of Information Act and the Privacy Act.” It offers neither"
a comprehensive explanation of the details of these :acts nor an
analysis of case law. The Guide will enable those who are unfamil--
iar with'the laws to understand the Emcéss and to make 'a request.
%xaddiﬁm, the ‘complete text of each law is included in an appen-
‘Readers should be aware that FOIA litigation is a complex area
of law. There are thousands of court decisions interpreting the
FOIA.8 These decisions must be considered:in‘order to develop-a’

- completé understanding of ‘the principles governing disclosure of -
%Ovemme_nt information. Anyone requiring more details about the
OIA, its history, or theicase law ‘shoild consult other sources.
There has been less controversy and-less-litigation over the Privacy -
Act, but there is nevertheless ‘a considerable body of case law for -
the Privicy Act“as well. There are other sources of information on-
the Privacy Actas well. - o 0 DT o
‘However; no: one should be discouraged from making a re%}:es‘_t g
under either law. No special expertise is required: Using the Kree-
dom of Information Act and the Pﬁva«gl Act is as simple as writing
a letter. This-Citizen’s Guide explains -

¢ essentials, .7 T
. V.WmecmAcrToUse . =

The accésé provisions of the FOTA and the Privacy Act overlap.
in part. The two laws have different procedures and different ex-

7This Guide is primarily intended to. help the general public. It includes a complete expla-
nation ‘of the basics of the' two lawa. In the interest of producing a ‘guide that would be bath
gimple and useful to the-iritended:audienceé; the committee deliberately avoided-addressing some-
of the issues that. are highly controversial.: The .committee. cautions against treating the neu-.
trally written descriptions contained in this réport ag definitive expressions of the committee’s
views of the law or congressional intent. e N A v
The committee has expressed its views on some of these issues in other reports. See, for exam-
&110. Securi Claav}lﬁcanon Policy.and Executive Order 12356; H. Rept. No. 97-731, 97th Cong.,
pess, (1982); -Cares About Privacy? Oversight of the Privacy Act of 1974 by the Ofﬁg:e
o{‘ Man%ement and Budget and by the Congress, H. Rept. No. 98-465, 98th Cong., lst sess.
(1983); Electronic Collection -and:Dissemination ‘of Information by’ ‘Federhl’iAgencies.‘::AiPoiisw
Overview, H. Reg{; No. 99-560, 99th Cong., 2d sess. (1986); Freedon: of Information Act Aniend-
ments of 1986, H. Rept. No. 99-832, 99th Cong.,.2d sess. (1986) (report to accompany. H.R,
4862). ‘The latter report is a legislative report for a bill reforming the buiiness procedures of
the FOIA. The.bill did not become law. The.1986 amendinents to the ‘FOIA. were inade by the
Freedom of Information: Reform Act of 1986, Public. Law 99-5670. There were no committee.re-
ports in eithér House or Senate ammpanﬁeg‘dzhe Freedom of Information Réform Act: ~ ~ =
8See, e.g., U.S. Department of Justice, m of Information Case List (published annually).
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emptions. As a result, sometimes information exempt under one
law will be disclosable under the other. .

In order to take maximum adva‘nta%gof the laws, an individual
seeking information about himself or herself shoulti- normally cite
both laws. Requests b{fan individual for information that does not
xl;e(l)m:n: solely to himself or herself-should be-made only under the

Congress intended that the two laws be considered. together in
the processing of requests for information. Many government agen-
cieg will ‘automatically handle requests from individuals in a way -
that will maximize the amount of information that is disclosable.
However, a requester should still make a request in a-manner that
is fnost advantageous and that fully protects all available legal
rights; A requéster who has any doubts gbout which law to- use
should always cite both the FOIA and the Privacy Act when seek-
ing documents from the Federal Government.. -~ - *

-+ VI. THE FREEDOM OF INFORMATION ACT =~ .. |
A. THE SCOPE OF THE FREEDOM OF INFORMATION ACT

- The Federal ‘Freedom of Information Act applies- to -documents
held by agencies in the executive branch of the ‘Federal Govern-
.ment. ;{‘h_,e:'executiv’e branch includes cabinet departments, military
départmeénts, government’ corporations; government controlled cor-

porations; independent ‘regulatory agencies, and other establish-
- ments in the executive branch. - LT _
The FOFA does not apply to elected officials of the Federal Gov-
ernmerit, inclading thesPresident,® Vice’ President, Senators,. and
COn%essme’ii.‘“’ The FOIA does not apply to the Federal judiciary.
The FOIA does not apply to private companies; persons who receive
Federal contracts or grants;-tax-exempt organizations; or State or
local goveriimeénts. S S
All States and some localities have passed laws like the FOIA
that allow people to request access to records. In-addition, there
are other Federal and State laws that may‘ﬁei»‘mitfacéess’ to docu-
ments held by-organizations not:covered by the Federal FOIA.11 -
 'B. WHAT RECORDS CAN BE REQUESTED-UNDER THE FOIA?
" The FOIA requires agenciés to publish or make available for pub-
lic inspection several types of information. This includes: (1) de-

' ®ThePresidential Records Act of 1978, 44°U.S.C. $§2201-2207(1982), does make the ‘docu-
mentary materials of former Presidents subject to the FOIA in part. Presidential papers: and:
documents generated after Jan. 20,1981, will be available—subject to certain restrictions and
delays—under the general framework of thie FOIA. . o o o
il .irtnailgr’ allofficial records of the Congress aré available to the public. The Congressional
Record,-all bills introduced in the. Houee and the Senate, and all committee reports.(except for
__thqu.ggntainigg classified information) are printed and Jjns_e;’ninatgd. Most committee he'arin%u
are also printéd and available. Copies of most congreesicnal publications are available at Fed-
eral’ derositﬂry libraries. throughout the county. Historical records: of the Congress are made
available in accordance with procedures established by House and Senate rules.. - o
In addition, almoat all activities of tl'ie‘congress take place in public. The sessions of the
_ House and Senate are normally open to the public and televised. Most committee hearings and
markups are open to the public, and some are televised, , o
1Seé, e.g., the Federal Fair Credit Reporting Act, 15 U.S.C §1681 et seq. (1982) (providing
for access to files of credit bureaus); the Federal Family Educational Rights and Privacy Act
of 1974, 20 U.S.C. § 1232g (1982) (f)rtmding for access to records maintained by schiools and col-
leges). Some States have enacted laws allowing individuals to‘have ‘access to personnel records
- maintained by employers. See, ¢.g., Michigan Coitipiled Laws Annotated §423.501 o
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scriptions of agency -organization .and office addresses; (2) state-
ments of the general course and method of agency operation; 3)
rules_of procedure and descriptions: of forms; (4) substantive rules

of general applicability and general - policy. statements;. (5) final
opinions made in the adjudication of cases; and (6) ‘administrative
staff manuals that affect the. public, This information must either
be published in the Federal Register or made available for inspec-
tion and copying without the formality of an FOIA request.. -

All other “records” of a_Federal agenc may be requested under
the FOIA. However, the FOIA. does not define_ “record.” Any item
containing information that is.in the Eass.essiqn, custody, or. control
of an - gPe.ngy is usually considered to be an-agency record .under.the
FOIA. Personal notes - of. agency employees .may, not.be agency

records. .A ‘document ~that is not - a-“record™ will not.be ‘_aiaﬂ_ab}_:e

under the FOIA. ... S O S S

e form in which a record is 'maintained by an -agency does not

.. affect its availability, A request may seek a printed or typed docu-

“-.ment, tape recording,  map, “photograph; . computer printout, com-
puter tape or disk, or a similar item. e D

I course, not all records that ¢an be requested iust be dis-

_clos_e\d:::, Information - that . is. -exempt;.-from disclosure, is: described
below in .the section -entitled “Reasons. Access May Be Denied
Under the FOIA” - o Lo RO

- - The FOIA carefully provides that Ea%—r_e__cﬁ;egter@may ask: for records
rather than. information. ‘This means that an-agency is. only. re-

uired to look. for an existing record or-document.in response. to an

OIA request. An: agency-is not obliged:to create. a niew. record to
comply-with a request: An agency.is not required to. collect informa-
tion it does not havg Nor must -an.agency do ‘research or analyze
data‘-for._,a-re‘que_steg.]12\ N S AT
-, Requesters. must ask for existing records, Requests may have to

be carefully written in order to obtain the desired information,

Sometimes, an agency will Relp a requester identify a specific docu-

ing the desired information. e ) :
ere is ‘a second general limitation-on: FOIA réquests. The law
. Fequires that each.request must reasongbly describe the records
\ being sought. This means that a reqiest i:ﬁiil_aty;beffSﬁe@_iﬁb,;ehngh
. to tg_erm'it a professional employee of the agency who is familiar
‘ wfltl the subject matter to locate the record in a reasonablé perioc
' Because agencies organize and ‘itidex
‘0ne agency -may consider a request to -be reas

Y

in differe ays,
] onably: descriptive
While arother agency may reject a similar request 28100 vague.
For example, the: Fjeder'af Bureau of, Investigation ‘has & _¢entral
As-a result, the FBI is able
erson. However, agencies

index for its primary record system. As-
 to-search for records about a. specific . p ;

- **When: records.are maintained in a computer, an agency.is required to-retiieve information
in response to an FOIA request, The ‘P_;oeess of retrieving the ini_‘ormation,.,ma'yr._,;egult.m--:.t_he
creation of a new:document when the data is printed out on paper or written-oid eba_n?'uterr tape
or disk. Since this may.be the only way computerized data can be disclosed, agencies are re-
quired to provide the data even if it means a.new docuinent must be created. . .



7

that do not maintain a central name index may be unable to con-
duct the same tytgf of search. These age‘_n'c‘ie‘s may reject a similar
request because the request does not déscribe records that can be
 Requesters should make requests as specific as possible. If a par-
ticular document is required, it should be identified precisely, pref-
erably by date and title. However,-a-request does not always. have
to be that speciﬁc..A-x.e%?ester who cannot identify a specific record
should clearly explain his or her needs. A requester should make
sure, however, that a request is broad enough to include all desired
information. .= : : N

. For example, assume that a requester wants. to obtain a list of
toxic waste sites near his home. A request to the Environmental
Protection Agency for all records on toxic waste would cover many
more records.than are needed. The fees for such a request might
be very high, and it is possible that the request might be rejected
as too vague. o N o

~ A request for all toxic waste sites within 3 miles of a particular
address is very specific. But it is unlikely that EPA would have an
existing record containing data organized in that fashion. As a re-
sult, the request might be denied because there is no existing

record containing the information. - - - o

The requester might do better to ask for a list of toxic waste sites
in his city; county, or State. It is ‘more likely that existing records
m]if-ht‘ contain this information. The requester might also-want to
tell the agency in the request letter exactly what information is de-
sired. This additional explanation may help the agency to find a
- record that meets the request. L Vo

Many people include their telephone number with their requests.
Some:questions about the scope of a request can be resolved quick-
ly when an agency employee and the requester talk: This is an. effi-
cient way to resolve questions that arise during the processing of
FOIA requests. . . S N

It is to everyone’s advantage if requests are as precise and as
narrow as possible. The requester benefits because the request can
be processed faster and cheaper. The agency benefits because it can
do a better job of responding to the request. The agency will also
be. able to use its resources to respond to more requests. The FOIA

| zviOr{:s best when both the requester and the agency act coopera-
tively. Y R meerty pes coopet

. C. MAKING AN FOIA REQUEST®

The first step in making a re,guest,und,er the FOIA is to ide_n_bigr -
the agency that has the records. An FOIA request must be ad-
dressed to a specific agency. There is no central government
records office that services FOIA requests. = =~ -~ =
ften, a requester knows ‘beforehand which agency has the de-

sired records. If not, a requester can consult a government direc-
tory such as the United States Government Manual.1® This manual
has a complete list of all Federal agencies, a description of agency
functions, and the address of each agency. A requester who is un-

_3The United States' Government Manual is sold by the Superintendent of Documents of the
I;;Sl. Government Printing Office. Virtually every public library should have & copy on its
shelves, il o
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certain about which agency has the records that are needed can

make FOIA requests at more than one agency. | A
~ Agencies:normally require that FOIA requests be in writing. Let-
ters requesting records under the FOIA can be short and simple.
No one needs a lawyer to make -an: FOIA request. Appendix.1 of
this Guide contains a sample request letter. . -~ . . .. -
The request letter should: be-addressed to the agency’s FOIA Offi-
cer or to:-the head of the ‘agency. The envelope containing the writ-
ten request. should be marked “Freedom- of Information Act Re-

quest” in the bottom left-hand corner 14. - . SRR
There are three basic elements to an FOIA request letter. First,
t\lle" letter should state that the request is being made under the
Freedom ‘of Information ‘Act. Second, the request should identify
the records that are being sought as specifically as possible. Third,
the name and address of the requester must be included. = -
Under the 1986 amendments to the FOIA, fees chargeable vary
with the status or purpose of the requester. As a result, a requester

may have to provide additional information to permit the agency

to determine the appropriate fees. Different fees can be charged to

commercial users, representatives of the news media, educational
or noncommercial scientific institutions, and individuals, The next
section explains the fee structure in more detail,. -
_There are several optional items that are often included in an
FOIA request. The first is the telephone number of the requester.
This permits an agency employee processing a request to. speak
with the requester if necessary.” - .. . . . . . R
A second optional item is a limitation on the fees that the re- -
quester is willing to.pay. It is common for -a-requester to ask:to be

allows: the requester to modify. or-withdraw- a request if the cost
‘may be'too high. Also, by stating a willingness to pay a set amount
of fees in the original request letter, a requester may avoid the ne-
cessity of additional correspondence and delay. = L

A third optional item sometimes included in an FOIA request is

‘a'request for a waiver or reduction of fees. The 1986 amendments

Yo the FOIA changed the rules for fee waivers, Fees must be
‘Waived or reduced if disclosure of the information is‘in the public
interest because it is likely to contribute significantly to public un-
derstanding of the operations or activities of the government and
is. not primarily in the- commerecial interest of the requester. Deci-
sions about granting fee waivers are separate from, and different
than decisions about the amount of fees that can be charged to a
requester. Lo
A requester should keep a copy of the request-letter and related.
correspondence until the request has been finally resolved.

14All agencies have issued FOIA regulations: that describe the request process in greater de-
tail. For example, large agericies may-have several coniponents each of which has its own FOIA
‘rules. A requester who can find agency-FOIA. regulations in the Code of Federal Regiilations
(available in many libraries) might find it useful to check these regulations before making a re-
_quest. A requester who follows the 2agency’s specific. procedures may receive a faster response.
“However, the'simple li;E)rt»::edu.res suggested in this guide will be-adequate to meet the minimum

requirements for ‘an FOIA request. -
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D. FEES AND FEE WAIVERS

FOIA requesters may have to pay fees covering some or all of the
costs of processing their requests. As amended in 1986, the law es-
tablishes three types of fees that may be charged. The 1986 law
makes the process of determining the applicable fees more- com-
plicated. However, the 1986 rules reduce or eliminate entirely the
cost for small, noncommercial requests. :

First, fees can be imposed to recover the cost of copying ‘docu-

ments. All agencies have a fixed price for making copies using '

copying machines. A requester is usually charged the actual cost of
copy""xgg computer tapes, photographs, and other nonstandard docu-
ments. - - o
Second, fees can also be imposed to recover the costs of searching
for documents. This includes the time spent locking for material re-
sponsive to a request. A requester can minimize search charges by
maklglg clear, narrow requests for identifiable documents whenever
possible. o - . : , '
Third, fees can be charged-to recover review costs. Review-is the
rocess of examining documents to determine whether any portion
is exempt from disclosure. Before the 1986 amendments took effect,
no review costs were charged to any requester. Effective on April
25, 1987, review costs may be charged to commercial requesters.
“only. Review charges-only include costs incurred during the initial
examination: of a document. An agency may not charge for any
costs incurred in resolving issues of law or policy that may arise
- while processing a request. : B
Different fees apply to different requesters. There are three cat- -
-egories of FOIA requesters. The first includes representatives of
the news media, and educational or noncommercial scientific insti-
tutions whose purpose is scholarly or scientific Tesearch. A re-
quester in thi‘s:-cat'e"%ory'- who is not seeking records for commercial
‘use can only be:billed for reasonable standard document duplica-
tion charges. A request for information from a representative of the
news media is not considered to be for commercial use if the re-
quest is in support of a news gathering or dissemination function.
The second category includes FOIA requesters seeking records
for commercial use. Commercial use is not defined in the law, but
- it generally includes profit maltin(gl'actiﬁtie's. A ¢ommercial’ user
" can be charged reasonable standard charges for document duplica-
tion, search, and review. - = - S S
‘The third category of FOIA requesters includes everyone not in
the first two categories. People seeking information for -personal
use, public interest groups, and. nonprofit:-organizations are exam-
ples of requesters who fall into the third group. Charges for these
‘requesters are limited to reasonable standard charges for document
.duplication and search. Review costs may not be charged. The 1986
‘amendments did not chan{ge- the fees charged to these requesters.
Small requests are free for a requester in the first and third cat-
- egories. This includes all requesters except commercial users. There
"is no charge for the first 2 hours of search time and for the first
‘100 pages of documents. A noncommercial requester who limits a
;eque:t atli) a small number of easily found records will not pay any
ees at all. : ‘ - : :
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In addition, the law also prevents agencies from charging fees if
the cost of collectmg the fee would exceed the amount collected.
This limitation -applies to all requests, including those seeking doc-
uments for commercial use. Thus, if’ the allowable charges for any
-FOIA request are small, no fees are imposed. -

Each agency sets charges for -duplication, search, and review
-based on: its own' costs. The amount of these charges is listed in
agency FOIA regulations. Each agency also sets its own threshold
for minimum charges.

‘'The 1986 FOIA. amendments also changed the law on fee waiv-
ers. Fees now must be waived or reduced if disclosure of the infor-
mation is in the public interest because it is likely: to contribute
significantly to public understanding of the operations or activities
of the government and is not pnmanly in the commerc1a1 interest
of the requester. =
- The 1986 amendments on fees and fee wmvers have created
some confusion. Determinations. about- fees are separate and dis-
tinct from determmatwl?; -about fee waivers. For example;-a re-
quester who can demonstrate that he or she is.a news reporter may

only be charged daplication:-fees. But a. requester found to be a re- -

porter is not automatically entitled to-a waiver of those fees.-A re-

porter who seeks a/waiver must demonstrate that the request also
meets the standards for waivers.

. --Normally, only after a requester has been categenzed to deter-
mine the applicable fees does the issue of a-fee waiver arise. A're-
quester. who seeks a fee waiver should ask for a waiver in ‘the origi-
nal request letter. However, a request for a waiver can be made at
a later time. The requester should describe how disclosure will con-

_tribute to public understanding of the operatlons or activities of the
government. The. sample request letter in the appendix includes op-
tional language asking for a fee waiver. :

Any. requester may ask. for a fee waiver. Some will ﬁnd it easier
to qualify than others. A news reporter, who.is only charged.dupli-
.cation costs. may still ask that the charges be waived because of the
public benefits that will result from disclosure. A representative. of
the news, media, a. scholar, or a public interest group are more like-
cﬂ ualify for a waiver of fees: A comrnercl al user may. ﬁnd 1t

t to qualify for waivers.

The eligi 1hty of” other requesters will vary A key element in
qualifying for ‘a fee waiver is the relatmnslup of the information to
public understandmg of the operations or activities of government.
Another important factor is the ability of the requester to. convey
that mformatz_on to.other mterested ‘members of the public. A re-
quester is not 'hg1ble for .a fee waiver solely because of 1nd1gence

REQUIREMENTS FOR AGENCY RESPONSES

Each agency is requlred to. determme W1thm 10 days (excludmg
Saturdays, S_undays, and legal holidays). after the receipt of a re-

quest whe to comfly with the request. The: actual disclosure of
ocument quired to follow promptly thereafter. If a request is
" denied in whole or in: -part, the agency must tell the requester the
.Teasons. for the denial. The agency must also-tell the requester that

‘there is a righ
of the : agency

: toz_ appeal any adverse. determmatmn to the head. '
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The FOIA permits an agency to.extend the time limits up to 10
‘days-in unusual circumstances. These circumstances include the
need to collect records from remote locations, review large numbers
of records, and consult with other agencies. The agency is ‘supposed
to notify the requester whenever an extension is invoked.1s
- The statutory time limits for responses are not always met: An
agency sometimes receives an unexpectedly large number of FOIA
requests at one time and is unable to meet the deadlines. Some

agencies assign inadequate resources to FOIA offices. The Congress -

does not condone the failure of any agency to meet the law’s time
limits. However, as. a-practical matter, there is little that a re-
\ quester can do about it. The courts have been reluctant to provide
relief solely because the FOIA’s time limits have not been met. -

- The best advice to requesters is to be patient. The law allows a

requester to consider that his or her request has been denied if it

has not been decided within the time limits. This permits the re-
quester to file an administrative appeal or file a lawsuit in Federal
District Court. However, this is not always the best course of ac-
tion. The filing of'an administrative or judicial appeal will not nec-
essarily result in any faster processing of the request. ST

Each agency generally processes requests in the order of receipt.
Some agencies will expedite the proc¢essing of urgent requests. Any-
one with a pressing need for récords should consult with the agen-
cy FOIA officer about how to' ask for expedited treatment of re-

quests. - . o S
| F. REASONS ACCESS MAY BE DENIED UNDER THE FOIA -
An ‘agency may refuse to. disclose an agency record that falls

within any.of the FOIA’s nine statutory exemptions. The exemp-

tions protect against the disclosure of information that would harm

national defense or foreign policy, “privacy  of individuals, propri- _

etary interests of business, functioning of the government, and
other important interests.-A document that does .not.qualify as an
“agency record” may be denied because only agency. records  are
available under the FOIA. Personal notes of agency employees may
be denied on this basis. However, most records in: the possession
of an agency -are “agency records” within the meaning of the FOIA.
~ An agency may withhold exempt information; but:it is not always

required to do so. For example, an agency may disclose an:exempt

internal memorandum because no harm would result from its dis-

closure. However; an agency is not likely to agree to-disclose an ex-

empt document that is classified or that contains a trade secret. ™
When a record contains some information that qualifies-as ex-

empt, the entire. record .is not necessarily. exempt. Instead, the’

FOIA specifically provides that any reasonably segregable portions
of a record must be provided to a requester after the deletion of the
portions that are exempt. This is a very important requirement be-
cause it prevents an agency from withholding an entire document
simply because one line or one page is exempt.  ~ .

16 Agencies that take more than 10 days to respond to a requést do not always notify each

~ requester that an extension has been invoked.

e e e et e e g g o
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1. Exemption I—Classzﬁed Documents ™ = < - % S

The first FOIA exemption’ permits the withholding of properly |

classified documents. Information may be classified in the interest
of national défense or foreign policy. = o T

‘The rules for classification are established by the President and
not the FOIA or other law. The FOIA provides that, if a document
has been properly classified under a Presidential Executive order, i
~ the document can be withheld from disclosure. -~ = '~ "}

~~Clagsified - documents may be requestéd under the FOIA. An
agency can review the document to determine if it still requires
protection. In addition, the Executive order on-security classifica-
tion establishes a *sgec_ial procediire for requesting the declassifica-
tion of documents.1% If a requested décument is declassified, it can
' be released in response to an FOIA: request. However, 4. document
g{at is' declassified may still be exempt under.other FOIA exemp-

2. Exemption 2.—Internal Personnel Rules and Practices -
The second FOIA exemption covers matters that are related sole-

ly to an agency’s internal personnel rules- and practices. As inter-

preted by the courts; there are two separate classes. of documents
that are generally held to fall within exemption 2... -~ .. ..
-First, information relating to personnel rules or internal agency
practices is.exempt if it ig trivial administrative matter of no genu-
ine public interest. A rule governing lunch hours for agency em-
ployees is an example. o o o R
Second, an internal administrative. manual can‘be-éxempt if dis-
' closure would risk circumvention of law or.agency regulations. In
order to fall fhto this category, the material will normally have to
regulate internal agenty conduct rather than public behavior. ~
3: Exemption 3.—Information Exempt Under Other Laws .. . ...

- "The third exemption incorperates into‘the FOIA otherlaws that
restrict the availability of inforimation. To qualify underthis ‘ex-
- emption, a statute must require that' matters be withheld from the
public in such a manner as to leave no discretion to-the agency..Al-
ternatively, the statute must establish particular: criteria for with-
holding or refer to-particular types of mattersto.be withheld. . - -
.One example: of a:qualifying statute is the provision of the Tax
:Coder’prohibitihilthe_ public disclosure of tax returns and tax return
information.l? Another qualifying exemption; 8 statute is: the law
designating identifiable census data as confidential > Whether a
farbx,cular statute qualifies under exemption 3. can be.a difficult
ega-'l.*:questipnﬁ‘ T T T S PRI P SRR O S S
4. Exemption 4.-Confidential Busiriess Information .~

The fourthi exemption protects from public disclosure two types

 of information; Trade secrets and confidential business information.

© " 18At the time that this guide was prepared, the. current Executive order on security classifica-
tion was Executive Order 12356 which was promulgated by President Reagan.on Apr. 2, 1982.
The text of the order can be found at 47 Federal Register 1487484 (Apr. 6, 1982). The rules
for mandatory review for declassification are in sec. 3.4 of the Executive order. ~ =~ = "
1726 U.S.C. §6103 (1982). R : ToTeREI T
1813 U.S.C. §9(1982).
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Atrade secret is a commercially valuable plan, formula, process, or
device. Thisis a narrow category of information. An example of a
trade secret is the recipe for-a commercial food product. '
~ The second type of protected data is commercial or financial in-
formation obtained from a person and privileged or confidential.
The courts have held that data qualifies for withholding if disclo-
sure by the government would be likely to harm ‘the competitive
position of the person who submitted thé information. Detailed in-
ormation on a company’s marketing plans, profits, or costs can
qualiffi’has confidential business information. Information may also
be withheld if disclosure would be likely to impair the government’s
ability to obtain similar information in the future. ' '
~Only ‘information obtained’ from a person other than a govern-
ment-agency qualifies under the fourth exemption. A person is an
individual, a f‘artnerslﬁp, or a corporation. Information that an
agency created on its own cannot normally be withheld under ex-
emption four, - o - S
'Although there is no formal requirement under the FOIA, many
agencies will notify a submitter of business information that disclo-
sure of the information is being considered.’® The submitter then
has_an- opportunity to convince the _agen:f‘ that the information
qualifies for withholding. A submitter can:also file suit to block dis-
closure under the FOIA. Such lawsuits are generally referred to as
“peverse” FOIA lawsuits because the FOIA 1s being used in an at-
‘tempt to prevent rather than tO*r'e’qgtire the disclosure of informa-
tion. A reverse FOIA lawsuit may be filed when the submitter -of
documents and the government disagree whether the information
is confidential. ‘ o S o o
5. Exemption 5.—Internal Government Communications -

- The FOIA’s ﬁfth--exem?tion applies to internal government docu-
ments. An example is a letter from one government department to
another about a joint decision that has not yet been made. Another
example is a memorandum from an agency employee to his super-
visor describing t;ptions for conducting the agency’s business,

The purpose of the fifth exemption is to safeguard the delibera-
tive policymaking process of government. The -exemption encour-
ages frark discussion of'policy matters between agency officials by

owing supporting docuinents to be withheld from public disclo-
sure. The exemption also protects against premature disclosure of
policies before final adoption. = =" | . S
~ While the policy behind the fifth exemption is well accepted, the

application of the exemption is complicated. The. fifth exemption
may be the most difficult FOIA exemption to' understand and
apply. For example, the exemption protects the -policyr’ziakindg progc-
ess, but it does not protect purely factual information related to the
olicy process. Factual information must be disclosed unless it is
inextricably intertwined with protected information about an agen-
cy decision. - oo
- Protection for the decisionmaking process is appropriate only for
the period while decisions are being made. Thus, the fifth exemp-

_19See Predisclosure Notification Pr;occdurgs for Confidential Commercial Infqﬁnati&n, Execu-
- tive Order 12600 (June 23, 1987). - - STRT e ' ST e -
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tion has been held to distinguish between documents that are pre- i

decisional and therefore may be protected, and those which are |

post-decisional and therefore not subject to protection. Once a pol- |
icy is adogted, the public has a-greater interest in knowing the

basis for the decision. ... -~ . = S e
- The exemption also incorporates some of the privileges that
apply in litigation involving the government. For example, papers }
prepared by the government’s lawyers can be withheld in the same }
way -that papers prepared by private lawyers for clients. are: not

L]

available through discovery in.civil litigation. -
6. Exemption 6.—Personal Privacy ~ -~ ~ = = L
. The sixth exemption covers.personnel, medical, and:similar files
the disclosure of which would constitute a clearly unwarranted.in-
vasion of personal privacy. This exemption. protects the privacy in-
terests of individuals: by allowing an.agency. to withhold intimate
personal data kept in government files. Only individuals have pri-
vacy interests. Corporations and other. lega{zper_spns_»-zhav_e ne, pri-
v %ﬁghts under the sixth exemption.:. ~ - .
. -The exemption requires agencies to. strike a balance between an
individual's privacy interest and the public’s right to know. How-
ever, since only a clearly unwarranted invasion of privacy is.a basis
for withholding, there is a perceptible tilt in favor. of disclosure in
the exemption. Nevertheless, the sixth exemption makes it harder
to-obtain information about another individual without the consent
of that individwal. ~ . .~ = 7 e TR0
The Privacy, Act of 1974 also regulates. the disclosure of personal
information about an individual. The FOIA and the Privacy. Act
overlap in part, but there is no inconsistency. An individual seek-
ing records about "himself or herself should:cite both: laws” when
making a fgguest}-.;This .ensures--that “the maximum: amount of
disclosable information will be released. Records that can.be denied
to.an individual under the Privacy Act.are not necessarily-exempt

under the FOIA. . . . .
7. Exemption 7.—Law Enforcement <~

_ The seventh exemption allows agencies. to withhold .law. enforce-

ment. records in order fo protect the law.enforcement process from

interference. The exemption was amended slightly.in 1

still retains six specific. subexemptions. .
Exemption (7)(A) allows the withho

_ | withhe law. enforcement
record that could reasonably. be expected to interfere with enforce-
ment proceedings.  This exemption. protects an active. law -enforce-
ment ’mvest_igati‘bh_'fro‘m»zinterf%r'e’nc:e: through premature disclosure.

. Exemption (7)(B) allows the withholding of. information that
would deprive a.person of a right.to a fair trial or an impartial ad-

ons

.Exemption (7XC) recognizes that individuals have a gmi‘rat‘;y in-
terest in information maintained in law enforcement files. If the

disclosure.of information could reasonably be expected to constitute
an unwarranted invasion of personal privacy, the information is ex-
empt from disclosure. The standards for privacy I’Eroteﬁction in ex-
emption 6 and exemption (7XC) differ shightly. Exemption (7)(C)
protects against an unwarranted invasion of personal privacy while




15

exemption 6 protects against clearly a unwarranted invasion: Also,
exemption (7;20) allows the withholding of information that “could
reasonably be expected to” invade someone’s privacy. Under exemp-
tion 6, information can be withheld only if disclosure “would” in-
vade someone’s privacy. ' - o

Exemption (7)(D) protects the identity of confidential sources. In-
formation that could reasonably be expected to reveal the identity
‘of a confidential source is exempt. A confidential source can include
a State, local, or foreign agency or authority, or a private institu-
‘tion that furnished information on a confidential basis. In addition,
the exemption protects information furnished by a confidential
source if the data was compiled by a criminal law enforcement au-
thority during a criminal investigation or by an agency conducting
a lawful national security intelligence investigation. ' ‘

- Exemption (7)(E) protects from disclosure information that would
reveal techniques and procedures for law enforcement investiga-
tions or prosecutions or that would disclose guidelines for law en-
forcement investigations or prosecutions if disclosure of the infor-
inatibn could reasonably be expected to risk circumvention of the

aw. . ) . : CE s
Exemption (7)(F) protects law enforcement information that
could reasonably be expected to endanger the life or physical safety
of any individual. . . -

8. Exemption 8.—Finqn¢iqllhst§tutibns N | .
The eighth exemption protects information that is contained in
or related to examination, operating, or condition reports prepared
by or for a bank supervisory .agency such as the Federal Deposit
Insurance Corporation, the Federal Reserve, or similar agencies.

9. Exemption 9..—'GeolbgiCal' Information | . )
‘The ninth FOIA exemption covers geo %gﬁal and geophysical in-

fom&ation, data, and maps about wells. s exemption is rarely
used. Do e LT L e :

The 1986 amendments to the FOIA gave limited authority to
agencies to respond to a request without confirming the existence
of the requested records. Ordinarily, any proper request must re-
ceive an answer stating whether there is any responsive informa-
tion, even if the requested information is éxempt from disclosure.

In some narrow circumstances, acknowledgement of the existence
of a record can produce consequences similar. to those resulting
from disclosure of the record itself. In order to avoid this type of
problem, the 1986 amendments established three “record exclu-
sions.” \ : : o N : '

The exclusions allow an agency to treat certain exempt records
as if the records were not subject to the FOIA. An agency is not
required to confirm the:existence of three specific categories- of
records. ‘If these records are requested, the agency may respond
that there are no disclosable records responsive to the request.
However, these exclusions do not broaden the authority of any
agency to withhold documents from the public. The exclusions are
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only applicable to information that is otherwise exempt from disclo-
sure. : o e e SRR et
The first exclusion. may be used when -a request seeks informa-
tion that is exempt because disclosure could reasonably be expected
to interfere with a current law enforcement investigation (exemp-
tion (7)(A)). There are three specific prerequisites for the applica-
tion of this exclusion. First, the investigation in question must in-
volve a possible violation of criminal law. Second, there must be
reason to believe that the subject of the investigation is not already
aware that the investigation is underway. Third, disclosure of the
existence of the records—as distinguished from. the contents of the
records—could reasonably be expected. to interfere with enforce-
ment proce’edintis. T T TR
When all of these conditions exist, an agency may.respond to an
F'OIA request for investigatory records as if the records are not
subject to the requirements of the FOIA. In other words, the agen-
gly_’s txij_eisppnsqdoes not have to reveal that it is conducting an inves-
gation. ] R ,
-The second exclusion applies to informant records maintained by
a criminal law enforcement agency under the informant’s name or
personal identifier. The agency is not required to confirm. the exist-
ence of thése records unless the informant’s status has been offi-
cially confirmed. This exclusion helps agericies to protect the iden-
tity of confidential informants. Information that might identify in-
formants has always been exempt under the FOIA, . =
‘The third exclusion only applies to records maintained by the
Federal ‘Bureau of Investigation which pertain to foreign .intel-
ligence, counterintelligence, or international terrorism. When the
existence of these types of records is .classified, the FBI may treat
the records-as not subject to the requirements of FOIA. - -
This exclusion does not apply to all classified records on the spe-
cific subjects. It only applies when the records are classified and
~ when the'existence of the records is also classified. Since the under-
lying records must be classified ‘beforé the exclusion is relevant,
agencies have no new substantive withholding authority. :
In enacting these exclusions, congressional sponsors stated that
it was their intent that agencies must inform FOIA requesters: that
these-exclusions: are available for agency use. Requesters who ‘be-
lieve that records were improperly: withheld because .of ‘the exclu-
sions can seek judicial review. . - . owoo o
© .77 H: ADMINISTRATIVE APPEAL PROCEDURES -~ = -
Whenever an FOIA request is- denied, the aﬁéﬂc’:’y ‘must -inform
the requester of the reasons for the denial:and the requester’s right
to appeal the denial to the head:of the agency. A requester may- ap-
peal the denial.of a request for a document or for a fee waiver. A
requester may contest the type or amount of fees that were
charged. A requester may appeal any other typeof adverse deter-
mination including:a. rejection of a request for failure to describe -
‘adequately the documents being requested. A réquester -canalso
:ﬁpeal::be,cause the-agency failed to conduct an adequate search for

e documents that were requested. -~ = -~ - - ¢ 0o
-A person whose: request was granted in part-and denied in part
may appeal the part that was denied. If an agency has agreed. to
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disclose some but not all requested documents, the filing of an ap-
peal does not affect the release of the documents that are
disclosable, There is no risk to the requester in filing an appeal.
 The-appeal to the head of the agency is a simple administrative
appeal. A lawyer can be helpful, but no one.needs a lawyer to file
an appeal. Anyone who can write a letter can file an appeal. Ap-
peals to the head of the agency often result in the disclosure of
some records that had been withheld. A requester who is not con-
vinced that the agency’s initial decision is correct should appeal.
There is no charge for filing an administrative appeal. -

An appeal is filed by sending a letter to the head of the agency.
The letter must identify the FOIA request that is being appealed.
The envelope containing the letter of appeal should be marked in
the lower left hand corner with the words “Freedom of Information
Act Appeal.” 20 L R

- Many agencies assign a number to all FOIA requests: that are re-
ceived. The number should be included in the appeal létter, along
with the name and address of the requester. It is a common prac-
tice to include a copy of the agency’s initial decision letter as part
- of the ‘appeal, but this is not required. It can also be helpful for the

requester to include a telephone number in the appeal letter: :

An appeal will normally include the requester’s arguments sup-
porting disclosure of the documents. A requester may include any
facts or any arguments supporting the case for reversing the initial
decision. However, .an appeal letter does not have to contain any
arguments at all. It is sufficient to state that the agency’s initial
.ldett;ision is being appealed. Appendix 1 includes ‘a sample appeal

etter, ~ . T - S

' The FOIA does not set a time limit for filing an administrative

appeal of an FOIA denial. However, it is good practice to file an
-dppeal promptly. Some- agency regulations establish a time limit for
filing an administrative appeal. A requester whose appeal is re-
jected by an agency because it is too late may refile the original

FOIA request and start the process again. . = =~ = o

-A requester who delays filing an appeal runs the risk that the
documents could be destroyed. However, as long as an agency is
considering a request or an appeal, the agency must. preserve the

documents. R R
An agency is required to make a decision on an appeal within 20
days (excluding Saturdays, Sundays, and Federal holidays). It is
possible for an agency to extend the time:limits by an additional
10 days. Once the time period has elapsed, a requester may con-
sider that the appeal has been denied and may proceed with a judi-
cial appeal. However, unless there is an urgent need for records,
this may not be the best course. of action. The courts are not sym-
pathetic to appeals based solely on an agency’s failure to comply
with the FOIA’s time limits. = - ' S :

39 Agency FOIA regulations. will normally describe the appeal procedures and requirements
with more specificity, At some agencies, decisions on FOIA appeals have been delegated to-other
-agency officials, Requesters who have an ;oBgortu'nity to-review agency r‘edg‘ulations in the Code
er eral Re, ions (available. in many libraries) may:be able.to spee ,\z the processing of
I °~a£‘1:eal. owever, following the simple procedures described in‘this Guide will be sufficient
to maintain a proper appeal. e e oL LT o
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I. FILING A JUDICIAL APPEAL

When an administrative appeal is denied, a requester has the
right to appeal the denial in court. An FOIA aﬁpeal can be filed
in the U.S. District Court in the district where the requester lives.
The requester can also file suit in the district where the documents
are located or in the District of Columbia. When a requester goes
to court, the burden of justifying the withholding of documents is
on the government. This is a distinct a_dvanta& ‘for the requester.

Requesters are sometimes successful when jeg go to court, but
the results vary considerably. Some requesters who file judicial ap-
peals find that an agency will disclose some documents previously
withheld rather than fight aboutdisclosure in court. This dées not
always happen, and there is no guarantee that ‘the filing of a judi-
cial appeal will result in any additional disclosure. -~~~ - -

Most requesters require the assistance of an attorney to file a‘ju-

dicial appeal. A person Wwho files a lawsuit and substantially pre-
vails may be awarded reasonable attorney fees and litigation costs
reasonably-incurred. Some requesters may be able to handle their
own appeal without an attorney. Since this is not a litigation guide,
details of the judicial appeal process have been not included. Any-
one considering filing an gfpeal can -begin: by reading the: provi-
sions of the FOIA on judicial review.2!. AP SRR

~VIL THEPRIVACYACT OF 1974 o
A. THE SCOPE OF THE PRIVACY ACT OF 1074

.. The Privacy Act of 1974 provides .-safegu_ar;_d_sgagainst. an invasion
of privacy through the misuse of records by Federal agencies. In
general, the act allows.a citizen to learn how records are collected,
maintained, us d disseminated by ‘the Federal Government.
he. act alsc 5'an individual to gain access to most personal
informatic itained by Federal agencies and. to seek amend-

ment of any incorrect or incomplete information.

“The Privacy Act applies o personal information maintained by

encies in t cutive branch of the Federal Government. The
executive brs ncludes: cabinet” departments, military depart-
ments, governmerit" corporations,” government controlled corpora-
tions, independent regulatory agencies, and othet establishments in
the executive branch. Agencies subject to the Freedom of Informa-.
tion Act [FOIAl are also subject to the Privacy Act. The Privacy Act
does not geneérally apply to records maintained by State and local
governments or private companies or organizations®? -
“The Privacy’Act only grants rights to U.S. citizens and to aliens
lawfully admitted’ for permanent residence: As a resiit, a foreign
national canniot iise the act’s provisions. However, a foreigner may
use the FOIA $o-requ 'ft'ré*'cbfg SRR

21'More information on judicial review under the FOIA and Privacy Act can be found in Adler,
Litigation Under:the Federal Freedom of Information Act and Privacy Act (American Civil Lib-
erties Union Foundation) (published annually). .. . R
~ %2The :P_ritacx-wﬁap&ii to:some records that are not maiiitained by an agency. Subsection
(m) of the act provides that) when'an a“g’émt:_y Em'vid'es-—;by» contract for the operation ‘of a system
of:recorde on: its:-behalf, the re&uigempnta of the Privacy Act-apply to thode records: As a result,
some records maintained outside of a Federal agency are subject to the. Privacy Act. Déscriptions
of.:the?.ef’syste_m_s are:publishied in the:Federal Register. However, nost:-récords maintained-out-
side of Federal-agencies are not subject to the Privacy Act. L e
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In general, the only records subject to the Privacy Act are records
that are maintained in a systemgof records. The idea of a “system
of records” is unique to the Privacy Act and requires explanation.

The act defines'a “record”-to include.most personal information
maintained by an a%ency_ about an.individual. A record contains in-
dividually identifiable i.tgorm:;ltion, including but not limited to in-
formation about education, financial transactions, medical history,
criminal history, or emploljm’rlment history. A “system of records” is
a group of records from which information is actually retrieved by
name, social security number, or other identifying symbol assigned
to an individual., ' I L o

Some personal information is not kept in a system of records..
This information is not subject to the’ gr:ovisions‘ of the Privacy Act
although access may be reﬁested under the FOIA. Most personai
information in government files is subject to the Privacy Act. ,
The Privacy Act also establishes general records management re-
quirements for Federal agencies. In summary, there are five basic
requirements that are most rélevant to individuals. S

Kirst, each agency must establish procedures-allowing individ-

uals to see and. cOgy records about themselyves. An individual may
-also seek to amend any information that is not accurate, relevant,
timely, or complete. The rights.to inspect and to correct records. are
the most important _lp';quigioqé .of the Privacy Act. This guide. ex-
plains. in more detail how :an.individual can exercise. these rights.

_Second, each agency must jgi_.iblish.’not'iges describing' all systems
of records. The notices include a complete -description of personal
data recordkeeping policies, practices, and systems. This require- -
ment prevents the maintenance of secret record systems.
- Third, each agency must make reasonable efforts.to maintain ac-
curate, relevant, timely, and complete records. about individuals.
Agercies are prohibited from maintaining information about how
individuals exercise rights guaranteed. by the First Amendment to
the U.S. Constitution unless maintenance.of the information is spe-
cifically authorized by statute or relates to an authorized law en-
forcement activity. = [ e
- Fourth, the act establishes rules governing the use and disclo-
sure of personal information. The act specifies that information col- -
lected for one purpose may. not be used for another purpose without
notice to or the consent of the subject of the record. The act also
requires that each agency keep a record of some. disclosures of per-

sonal information. L e

Fifth, the act provides legal remedies that permit an individual
to seek enforcement of the rights granted under the act. In addi-
tion, Federal emt'floy es who fail to comply with the act’s provisions

may be subjected to criminal penalties. o
B. THE COMPUTER MATCHING AN D-PRIVACY PROTECTION ACT

__The Computer Matching. and Privacy Protection Act of 1988
(Public: Law 100-503) amended the Privacy Act by adding new pro-
visions regulating the use of computer matching. Records used dur-
ing the conduct of a matching program are subject to an additional
set of requirements. o L e »

- Computer matching is the computerized ‘comparison of informa-
tion about individuals for the purpose of determining eligibility. for
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Federal benefit :pr_ograms; A matching program can be subject to ¢ -
the requirements of the Computer Matching Act if Tecords from a ¢
Privacy Act system of records are used during the pro%ram. If Fed-
eral Privacy Act records are'matched against State or local

I
al Privacy A ] - Tocal records,
then the State or local matching program can be subject to. the new

matching requirements. T T T
In general, matching %rﬁlgrams involving Federal records must be
conducted under-a matchi %’;a'ngfee_ment ‘between the soutce and re-
cipient agencies. The matchin ent describ :
‘and -procedures of the matching “and’ establishes protections’ for 3
matching records. The agreement is subject to review and ap roval

g agreement describes the purpose

by a Data Integrity Board. Each Federal agency involved in a
matching activity must establish a Data Integrity oard.. ]
- For an individual seeking access to or corr sction of records, the |

computer matching -le%i,'sléitlbn ‘provides no special access rights, If .
matching records are ‘ederal records, then the access and correc- °
tion provisions of the Privacy Act apply. There is no general right
of access or correction for matching records of ‘State and local agen-
cies. It is possible that rights are available under State or local
laws. There is, however; a requirement that an individual be noti-
fied of agency findings prior to the taking of any adverse action as
‘a result of a computer matching program. An individual must also
be given an opportunity to contest such findings, The notice and
opportuhity-to-contest ‘provisions apply to matching records wheth-
er the-matching was done by the Federal Governent or by a State’
or local government. Section 7201 of Public Law 101-508 ‘modified
the due process notice requirement to permit the use of statutory
or regulatory notice periods.” -~*
" The matching provisions also require that any agency—~Federal
or non-Federal—involved in computer matching must independ:
tly verify information used to take adverse action ag:
1is requirenient was included in ‘order to pro
arbitrary or unjustified denials of benefi

uals from _ £ ‘ _
verification includes independent investigation and. c
information. Public Law 101-508 also modified

verification requirement in circumstances in whi

" Most of the provisions of the Computer Matching and Privacy
Protection Act of 1988 were originally scheduled to becomie effective
in July 1989: Public Law 101-56 delayed the effective date for most
matching programs until January 1,1990.. .~ ° .. .

o ' C.LOCATING RECORDS = -~
There is o central index of Federal Government records about
individuals. An individual who wants to inspect records about him-
gelf or herself -must first identify-which agency has the: records.
Often, this will not be difficult. For example, an individual who

was employed by thé Federal Government knows that the employ-

ing agency.or the Office of Personnel Management maintains per-
gonnel files. . ot
- Similarly, ‘an individual who receives veterans’ benefits will nor-
" mally find relevant records at the Department of Veterans Affairs
or at the Defense Department. Tax records are maintained by the

Internal Revetiue Service, sotial security ‘records by the Social Se-
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cit.;lcrity Administration, passport records by the State Department,
For those who are uncertain about which a ency has the records
that are needed, there are several sources of information. First, an
individual can ask an agency that might maintain the records. If
that agency does not have the records, it may be able to identify
the proper agency. © R R

. Second, a government directory such as the United States Gou-

ernment Manual 23 contains a complete list of all Federal agencies,

a description of agency: functions, and the’ address of the agency
and its field offices. An agency responsible for operating a program
normally maintains the_,recorti; related to that program. ’
Third, a Federal Information Center can help to identify cgpvern.-
ment agencies, their functions, and their records. These enters,
which are operated by the General Services Administration, serve
- as clearinghouses for information about the Federal Government.
There are Federal Information Centers throughout the country.
- Fourth, every 2 years, the’ Office of the Federal éﬁister pu
lishes a compilation of. system of records: notices for- ll agencies.
These notices contain a cbm-'&)‘lhete description of each record sl)lrst'ém
-maintained by each agency. The compilation—which is published in
five large volumes—is the most complete reference for information
‘about Federal agency personal information practices.?¢ The infor-
mation .that appears in the compilation also appears sometimes in
the Federal Register.25 , . LR e
.. The compilation—formally called Privacy Act Issuances—may be

difficult to find and hard to use. It does not contain a ‘comprehen- -

sive index. Copies will-be. available in some Federal depository li-
braries and_ possibly in other librariés as well. .Although the com-
pilation is the best single source of detailed information about per-
sonal records maintained by Federal ‘agencies, it is not necess ',

o consult the compilation before making a Privacy Act request.

requester is not required to identify the specific system of records
that-contains the ‘information being sought. It is sufficient to iden-

tify-the dgeney that has the records. Using information provided by

the requester, the agency will deterinine which system of records
has the files that hiave.been requested. = =~

-~ Those who request'récords under the ‘Privacy Act can-help the
-agency by'ii‘denti%ying“ the type of records being sought. Large agen-
‘cies maintain hundreds of different: record systems. A request can
“be processed faster if the requester tells the agency that he or she

23The United States Government Manual is sold by the Superintendent of Documents of the
U.S. Government Printing Office. Virtually every public library.should have a copy. = .

24 Each system notice containe the name of the system; its location; the categories of individ-
uals’covered. by ‘the systeim; the categories of records in the system; the legal authority for main-
tenance of the system; the routine disclosures that may be made dor records in the system; the
policies and gract,im. of storing, retrieving, accessing, retaining, and disposing of records; the
name and address of the manager of the system; procedures for requesting dccess to the records;

rocedures for requesting ¢orrection-or amendment of the récords; the source of the information
1 :Ee systt:m; and a description of any disclosure exemptions that mey be applied to the records
in the system, '

Agencies are required to publish in the Federal Register a description of -‘:ea_i,:l.i_-r.ui'a_ tem of

records when the system is established or amended. In th -{gast, agencies were required to pub-
ish an annual compilation/ in the Federal Register, but that requirement was eliminated in
1982. As a result, for mostiagencies it will be difficult. to find a.complete list of all systems of
records in the Federal Register. Some agencies do, however, reprint. all system notices from time
-to time. An agency’s Privacy Act officer may be able to provide more information about the agen-
¢y’s publication practices. ' ) _ .
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was employed by the agency, was the recipient ‘of -benefits under |
an agency program, or had other Speciﬁc contacts with t_hg agency. |

D. MAKING A PRIVACY ACT REQUEST FOR ACCESS

. The féstes!:;Wag' to make a Privacy Act request is to identify the |
specific'system of records. The' réquest can be addressed to the sys- |
tem manager. Few people do this. Instead, most pedple address | |
their reqitests to the head of the agency that has the records or to
the agency’s Privacy Act Officer. The envelop: ) containing the writ- ¢
ten request should be marked “Privacy Act Re quest” in the bottom |
lef-hand corger.2S: .~ T T T TR
_. There are three basic elem nts to a request for records under the
Privacy Act. First, the letter should state that the request is being ¢
made under the Privacy Act. Second, the letter should include the |
name, address, and signature of the requester, Third, the request -
should describe the records as _siiéciﬁcaﬁy as possible, Appendix 1
includes a sample Privacy Act request letter., =~ e
.1t i8.a common practice for.an individual seeking records about
‘himself or herself to make the request under otk the Privacy Act
of 1974 and the Freedom of Information Act. See the discussion in
the front of this guide about which act touge.. _ .. . .
- A requester can describe the records by identifying a.specific.sys
tem .of records, by describing his or her contacts with -an agency,
or by _‘,imp(liy asking for all records about himself or. herself. The
‘broader’ and less specific. a.request is, the longer. it may take: for
an agency torespond. . .. . T P
It is ‘a good- practice. for- a requester to . describe- the type of
records that he or she.expects to %nd-- :For example, an individual

seeking a copy of his service record in the Army should state that
he was.in the Army and include the approximate dates of -service,
‘This will help the Defense Department narrow.its. search to record
systems:that are likely to contain the information being sought. An
Aindividual seeking records from. the Federal Buresu. -Inyestiga-
tion.may ask that-files in' specific field offices be searched in; addi-
tion to the FBI's central office files. The FBI does not routinely

search field office records without a specific request. ..

- An_.agency ;will generally require a requester.-to provide .some
proof of identity before records will be disclosed.-Agencies may hayve
different requirements. Some agencies: Willf:-acc.eitéa signature; oth-
€IS may require a notarized signature. If an individual goes to the

agency to inspect records, standard personal identification may be

acceptable. More.s__tringent:requirementsr'_may.-apply.:f_if the records
being sought are especially sensitive, -~ = - - -
- An agency will inform requesters of any s

ecial identification re-

‘quirements. Requesters v ho need records quickly should first con- |
_sult agency regulations or talk to.the agency’s Privacy Act Officer
~to find out how to provide adequate identification, . -~ - F

28 All agencies have Privacy -Act'reg_uiatiopsrt;i'iat‘deséribé'-'the"r juest process in greater detml

Large agericiés lﬂ?ﬁhﬁi’e?Bevara!"odmpqhents-;feaeh of which has' its own Privacy Act rules. Re-
. ‘questera who can find sgenéy Pn‘v_ga: Act regulations'in the‘Code of Federal Rﬁfﬁlq_ﬁbns‘(afail-
‘able’in many libraries) might: read these regulations before ‘making a request. A requester who
follows the agency’s: specific procedures may receive a faster response, However, the simple pro-
cé‘gu;es suggest; ‘in;thisgmde are adequate to meet'the minimum‘statutory requirements for
a ‘nvacy requ“ . . ) . o LT i : R
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- An individual who visits-an agency office to inspect a Privacy Act

record may bring along a friend or relative to review the record.
When a requester brings another person, the agency may ask the
requester to sign a written.statement authorizing discussion of the
record in the presence of that person. .. -~ .
At is a crime to knowin éy and willfully request or obtain records
under the Privacy Act under false pretenses. A request for access
under the Privacy Act can OI;I.K be made by the subject of the
record. An individual cannot make a request under-the Privacy Act
for a record about another person. The only exception is for a par-
ent or legal guardian who can request records for a minor or a per-
son who has been declared incompetent. :

: : : E. FEES

" Under the Privacy Act, fees.can only -be charged for the cost of
copying records. No fees may be cha-raied for the time it takes to
search for records or for the time it takes to review the records-to
determine if any exemgtions apply. This is a major difference from
the FOIA. Under the FOIA, fees can sometimes be charged to re-
-cover search costs and review costs.2” The different fee structure in
the two laws is one reason many-requesters seeking records about
themselves cite both laws: This minimizes allowable fees. -
Many agencies will not charge fees for making a.copi of a Pri-
" vacy Act file, especially when the file is small. If paying the copying
charges is. a problem, the requester should explain in the request
letter. An agency can waive fees under the Privacy Act. - -

F. REQUIREMENTS FOR AGENCY RESPONSES

- Unlike the FOIA, there is no fixed time when an’agency must
respond to a request for access to records under the Privacy Act.
It is good practice for an agency to _acknowledgﬁ receipt of a Privacy
Act request within 10 days and to provide the requested records
within 30 days. - N S DR
At many agencies, FOIA and Privacy Act requests are procéssed
by the same’ personnel. When there is a backlog of requests, ‘it
takes longer to receive a response. As a’practical matter, there is
little that a requester can-do when an agency response is delayed.
Requesters should be patient. ™ o o
Agencies: generally process requests in the order in which. they
were received. Some dgencies will expedite the processing of urgent
requests. Anyone with a pressing need for records should consult
with the agency Privacy Act officer about how to-ask for expedited
treatment of requests. : o S

' G. REASONS ACCESS MAY BE DENIED UNDER THE PRIVAC.Y ACT

_Not-all records about an individual must be disclosed under the
Privacy Act. Some records may be withheld to protect important
government interests such as national security or law enforcement.

The Privacy Act exgmgti_ons are different than the exemptions of
- the FOIA. Under the FOIA, any record may be withheld from dis-

27An_individual seeking records about himself or herself under the FOIA should not be -
charged review charges. The only charges applicable under the FOIA are search and copy

. charges.




ceived. The decision to pé)ly an FOIA eXemgﬁion_-i_s- made only after ¢
a request-has been made. In contrast, Privacy Act exemptions §
apply not to a record but to a system of records. Before an agency ¢
can apply a Pﬁva?haACt exemption, the agency must first issue a §
regulation stating that there may be exempt records in that system ¢
ofrecords. - -~ o - o =
~Without reviewing system notices or agency regulations, it is
hard to tell whether particular Privacy Act records are exempt
from disclosure. However, it is a safe agsumption that any system
of records that qualifies for an exemption has been exempted by
the agency. . S A ' I
Since most record systems are not exempt, the exemptions are
not relevant to most requests. Also, agencies do not always rely
upon available Privacy Act exemptions unless there is a specific |
reason to do so. Thus, some records that could be withheld will }
nevertheless be disclosed upon request. . . . c :
..-Because Privacyf:Act;_exfﬁ) ions are complex and used-infre-
quently, most requesters need not worry. about them. The exemnp-
tions are.discussed here for those interested in the act’s details and
for reference when an agency withholds records. Anyone needing
more information about the Privacy Act’s exemptions can begin by
reading. the relevant sections of the act. The complete text-of the
actis reprinted in an appendix to this guide.?8: . S ’
~ The Privacy ‘Act’s exemptions’ differ from those of the FOIA in
another important way. The FOIA is mostly-a-disclosure law. Infor-
mation exempt under the FOIA is exempt from disclosure only. The
Privacy Act, however, imposes' many separate requirements on per
sonal records. Some systems of records are exempt from the:disclo
sure. requirements, but.no system is- exempt from: all Privacy Act
requirements. . .. . o et e
~ For example, no. system of records is.-ever exempt from the re-
quirement that a description of the system be published. No system
of records can be exempted from the limitations on disclosure of the
records. outside of the agency. No system is exempt from the re-
‘quirement.to maintain an accounting for disclosures. No system is
exempt from the restriction against the maintenance of unauthor-
ized information on the exercise of First Amendment rights. All
systems are subject to the requirement that reasonable: efforts be
taken to assure that records disclosed outside the agency be accu-
rate, complete, timely, and relevant. Each agency must maintain
proper administrative controls and security for all systems. Finally,
the Privacy Act’s criminal penalties remain fully applicable to each
system of records. = o L _

closure if it contains exempt information when a request is re-

‘1,_G§er’_aeral’Exemption#-f" . o N :
_There are two general exemptions under ,the_'Pi*fiva'c-Iy Act. The

first applies to all records maintained by the Central Intelligence
Agency. The second ap%li.es-' to selected. records maintained by an

agency or component who e principal function is any activity per-

281n 1976, the Office .of Maglﬁnment and Budﬁet ~-i_§qued guidance to Federal agencies on the

Privacy Act of 1974. Thiose guidelines are a good source of commentary and ﬁlaﬁation for

: iznaagxzjg z; “tiheg'p:xl'gg’ig)ions of the act. The OMB ‘guidelines can be found at 40 Federal Register
aly 9, .
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taining to criminal law enforcement. Records of criminal law en-
forcement agencies can be exempt under the Privacy Act if the
records consist of (A) information. compiled to identify individual
criminal offenders and which consists only of identifying data and
notations of arrests, the nature and disposition of criminal charges,
sentencing, confinement, release, and parole and probation status;
(B) criminal investigatory records associated with an. identifiable
individual; or (C) reports identifiable to a particular individual
compiled at any stage from arrest through release from super-
vision. - - | ' .

Systems of records subject to the general exemptions may be ex-
empted from many of the Privacy ict’s requirements. Exemption
from the act’s access and correction provisions is the most impor-
tant. An individual has no right under the Privacy Act to ask for
a copy of or to seek correction of a record subject. to the general ex-
emptions, S S

In practice, these exemptions are not as expansive as they sound.
Most agencies that have exempt records will accept and process
Privacy Act requests. The records will be reviewed on a case-by-
case basis. Agerncies will often disclose any information that does
‘not require protection. Agencies also tend to follow a similar policy
for requests for correction. ‘ IR o _

Individuals interested in obtaining records from the Central In-
telligence Agency or from law enforcement agencies should not be
discouraged from making requests for access. Even if the Privacy
Act access exemption is applied, portions ‘of the record may still be
disclosable under -the FOIA: This is a primary reason individuals
sh'oulél' cite both the Privacy Act and the FOIA ‘when' requesting
records.. R S o

_The general exemption from access does prevent requesters from:

filing a lawsuit under the Privacy Act-when access is denied. The
right to sue under the FOIA is not .changed because of a: Privacy
Act exemption. " ' o '
2. Specific Exemptions -~ . L R

There are seven specifi¢' Privacy Act exemptions that can be ap-
plied to systems of re‘cor_dsa_'RecordS::.sﬁb;ect. to these exemptions are
not exempt from as many of the:act’s requirements as are.the
records subject to the general‘exemptions. However, records exempt
under the specific exemptions are likely to be exempt from the Pri-
vacy Act’s access and correction provisions. Nevertheless, since the

access and correction exemptions are not always applied when

available, those seeking records. should not:be discouraged  from
making a request. Also, the FOIA can be used to seek access to
records exempt under the Privacy Act. L

The first specific exemption covers record systems containing in-
formation properly classified in the interest of national defense or
foreign policy. Classified information is also exempt from disclosure

FOIA and Privacy Acts. - , :
The second specific exemption applies. to systems of records con-

‘under the FOIA and will normally be unavailable under either the

taining investigatory material comg:iled" for law. enforcement pur-

poses other than material covered by the general law enforcement
exemption. The specific law enforcement exemption is limited
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when—as a result of the maintenance of the records—an individual {
is denied. any right, privilege, or benefit to which he or she would ¢
be entitled by Federal law or-for which he or she would otherwise }
be entitled. In such a case; disclosure is required except where- dis- |
closure would reveal-the identity of a confidential source who fur- §
nished information to the government under an express promise ;
that the identity of the source would be held ‘in confidence. If the {
information was: collected from a confidéential source before the ef- §
fective date of the anacy Act (September 27, 1975), an implied }
promise of conﬁdentlahty is sufficient to permlt mthholdmg of the !
identity of the source.?? -

"The third specific exemption applies to systems of records main-
tained in connection with- providing protective services to the Presi-
dent of the United States or other individuals who receive protec-
tion from the Secret Service.

The fourth specific exemption applies to systems of records re-
qun'eéi by statute to be maintained and ‘used solely as stat:stxcal
records. -

The fifth speclﬁc exemptlon covers. investigatory matenal com-
piled solely to.determine suitability, ehglbxhty, or qualifications for
PFederal civilian employment, military service, ‘Federal contracts; or
access. to-classified- information. However, this. exemption apphes
only to. the extent that disclosure of information would reveal the
identity .of ‘a confidential ‘source . who prov;ded the mformatton
under a,promise of confidentiality.

The sixth. .specific exemption apphes to systems of records that

contain testing .or examination material used solely to determine

'mdwxdual quahﬁcatlons for appointment or promotion in Federal

- service, but only when disclosure would compromise ‘the -objectivity

or fairness of the testing .or examination:process. Eﬂ‘ectwely, ‘this

g;:etmptlon ‘permits withholding of questlons used: in employment
sts

The seventh specific exemptlon covers evaluatlon matenal uSed
to determine potential for promotion in the armed ‘services. The

is‘only-exempt.to the extent that-disclosure would réveal
. the 1dent1ty of ‘a-confidential - -source who promded the mformatmn
uhder a promxse of conﬁdentlahty

3. Medwaf I ‘ecords

'Medical -records mamtamed by Federal agenc1es——for example,
records at. Veterans' Administration hospltals—are not formally ex-
empt ‘from. the ‘Privacy: Act's”access provisions. However, the Pri-
© vacy Act authorizes:a special procedure for mechcal records that op-

erates, at least in part, like an exemption. - e
- Agencies may:deny individuals direct access to medical records,
ing: psycholégical ‘records; "if the agency deems it necessary.
it eviews mecheal records réquested’ by an indi-
‘ e determines that direct disclosure is unwise,
it can arrange for disclosure to a physician selected by the mdnnd-‘
-uaI or po‘ " - to anether person chosen by the md1v1dua1

: 207 stio i:etwee_n express and unphed proxmses of oonﬁdentxahty is repeated
throughbut the apecﬂ' ic;exemptions of the: PrivacyAct
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4. Litigation Records X

The Privacy Act’s access provisions include a general limitation
on access to litigation recorgs. The act does not require an agency
to disclose to an individual any information compiled in reasonable
anticipation of a civil action or proceeding. This ﬁ'mitation operates
like an. exemption, although there is no requirement that the ex-

emption be applied by regulation to a system of records before it
can be used. . ’

H. ADMINISTRATIVE APPEALJ\’ROCEDURES FOR DENIAL OF ACCESS
Unlike the FOIA, the Privacy Act does not provide for an admin-

istrative {:lpeal of the denial of access. However, many agencies
have established f)rocedures that will allow Privacy Act requesters
to appeal a denial of access without going to court. An administra-
tive appeal is often allowed under the Privacy Act, even though it
is not required, because many individuals cite both the FOIA and
Privacy Act when making a request. The FOIA provides specifically
for an administrative appeal, and agencies are required to consider
an appeal under the FOIA. . o

‘When a Privacy Act request for access is denied, agencies usually
inform the requester of any appeal rights that are available. If no
information on appeal ri%}‘x_::s is included in the denial letter, the re-
quester should ask the Privacy Act Officer. Unless an. agency has
established an alternative procedure, it is possible that an appeal
filed directly with the head of the agency will be considered by the
agency. : _ :

When a request for access is denied under the Privacy Act, the .
agency explains the reason for the denial. The explanation must
name the system of records and explain which exemgtion is appli-
cable to the system. An appeal may be made on the basis that the
record is not exempt, that the system of records has not been prop-
erly exempted, or that the record is exempt but no harm to an im-
portant interest will result if the record is disclosed. -

There are three basic elements to a Privacy Act appeal letter.
First, the letter should state that the appeal is being made under
the 15rivacy Act of 1974. If the FOIA was cited when the request
for access was made, the letter should state that the appeal is also
being made under the FOIA. This is important because the FOIA
grants requesters statutory appeal rights.

Second, a Privacy Act appeal letter should identify the denial
that is being appealed and the records that were withheld. The ap-
peal letter should also explain why the denial of dccess was im-
proper or unnecessary., _ .

Third, the appeal should include the requester’'s name and ad-
dress. It is a good practice for a requester to also include a tele-
phone number when making an appeal. '

Appendix 1 includes a sample letter of appeal.

I. AMENDING RECORDS UNDER THE PRIVACY ACT

The Privacy Act grants an important right in addition to the
ability to inspect records. The act permits an individual to request
a correction of a record that is not accurate, relevant, timely, or’
- complete. This remedy allows an individual to correct errors and to -
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prevent incorrect information from being disseminated by the agen}
cy or used unfairly against the individual. i
The right to seek a correction extends only to records subject tg
the Privacy Act. Also, an individual can only correct errors cong -
tained in a record that pertains to himself or herself. Records disy
closed under the FOIA cannot be amended through the Privacy Acfi
unless the records are also subject to the Privacy Act. Recordsf
about unrelated events or about other people cannot be amende
unless the records are in a Privacy Act file maintained under th
name of the individual who is seeking to make the correction.
A request to amend a record should be in writing. Agency regula
tions explain the procedure in greater detail, but the process is no
complicated. A letter requesting an amendment of a record wi
normally be addressed to the Privacy Act officer of the agency o
“to the agency official responsible for the maintenance of the recor
system containing the erroneous_ information. The envelope co
taining the request should be marked “Privacy Act Amendment Re
.quest” on the lower left corner. . {
There are five basic elements to a request for amending a Pri-]
vacy Act record. o , ’
irst, the letter should state that it is a request to amend aj
record under the Privacy Act of 1974. '
Second, the request should identify the specific record and the’
specilili: information in the record for which an amendment is being;
sought. ' : E
-Third, the request should state why the information is not accu-
rate, relevant, timely, or complete. Supporting evidence may be in-
cluded with the request. |
Fourth, the request should state what new or additional informa-
tion, if any, should be included in place of the erroneous informa-
tion, Evidence of the validity of the new or additional information
should be included. If the information in the file is wron_t% and
needs to be removed rather than supplemented or corrected, the re-
- quest should make this clear.
- " Fifth, the request should include the name and address of the re-
quester. It is a good idea for a requester to include a telephone

 Appendix 1 includes a sample letter requesting amendment of a
Privacy Act record. : o o

J. APPEALS AND REQUIREMENTS FOR AGENCY RESPONSES

An agency that receives a request for amendment under the Pri- -
vacy Act must acknowledge receipt of the request within 10 days :
(not includ_inf Saturdays, Sundays, and legal holidays). The agency -
must promptly rule on the request. : L

The agency may make the amendment requested: If so, the agen-
¢y must notify any person or agency to which the record had pre-
viously been disclosed of the correction. - .

If the agency refuses to make the change requested, the agency
must inform the requester of: (1) the agency’s refusal to amend the
record; (2) the reason for refusing to amend the re%;lest; and (3) the
procedures for requesting a review of the denial. The agency must
¥rovid'e the name and business address of the official responsible

or conducting the review. ' ,
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An agency must decide an appeal of a denial of a request for
amendment within 30 days (excluding Saturdays, Sundays, and
legal holidays), unless the time period is extended by the agency
for ggod cause. If the appeal is granted, the record will be cor-
rected. ,

If the appeal is denied, the agency must inform the requester of
the right to judicial review. In addition, a requester whose appeal
has been denied also has the right to place in the agency file a con-
cise statement of disagreement with the information that was the
subject of the request for amendment.

When a statement of disagreement has been filed and an a ency
is disclosing the disputed information, the agency must mark the
information and provide copies of the statement of disagreement.
The agency may also include a concise statement of its reasons for
not making the requested amendments. The agency must also give
a copy of the statement of disagreement to any person or agency
to whom the record had previously been disclosed.

K. FILINCG A JUDICIAL APPEAL

The Privacy Act provides a civil remedy whenever an agency de-
nies access to a record or refuses to amend a record. An individual
may sue an agency if the agency fails to maintain records with ac-
curacy, relevance, timeliness, and completeness as is necessary to
assure fairness in any agency determination and the agency makes
a determination that is adverse to the individual. An individual
may also sue an agency if the agency fails to comply with any other
Privacy Act provision in a manner that has an adverse effect on the
individual. . ‘ _

The Privacy Act protects a wide range of rights about personal
records maintained by Federal agencies. The most important are
the right to inspect records and the right to seek correction of
records. Other rights have also been mentioned here, and still oth-
ers can be foun(f in the text of the act. Most of these rights can
become the subject of litigation. ‘ .

An individual may file a lawsuit against an agency in the Fed-
eral District Court in which the individual lives, in which the
records are situated, or in the District of Columbia. A lawsuit must
be filed within 2 years from the date on which the basis for the
lawsuit arose, _

Most individuals require the assistance of an attorney to file a
judicial appeal. An individual who files a lawsuit and su stantially
prevails may be awarded reasonable attorney fees and litigation
costs reasonably incurred. Some requesters may be able to handle
their own appeal without an attorney. Since this is not a litigation
guide, details about the judicial appeal process have not been in-
cluded. Anyone considering filing an ap{)eal can be:gin by reviewing
the provisions of the Privacy Act on civil remedies. '

¥ See footnote 21.




APPENDIX 1: SAMPLE REQUEST AND APPEAL LETTERS
A. Freedom of Infonmation Act Request Letter -
Agency Head [or Freedom of Information Act Officer]
Name of Agency
Address of Agency
City, State, Zip Code
Re:  Freedom of Information Act Request
Dear
This is a request under the Freedom of Information Act.

I request that a'copyV oftfn.followh\g documenis {or documents containing the following

ilpforﬁlﬁon] be provided to me: [identify the documenis or information as specifically as possible].

In order to help o determine my status 10 assess fees, you should know that I am (insert a
suitable. description of the requester and the purpose of the request).

(Sample requester descriptions: » _ .
& representative of the news media affiliated with the _________ newspaper (magazine,
" television station, etc.), and this request is made as part of news gathering and not for a
commercial use. ~ : ‘

affitiated with an educational or noncommercial scientific institution, and this request is
made for a scholarly or scientific purpose and not for a commercial use. -

an individual seeking information for personal use and not for a commercial use,

affiliasted with a private corporation and am seeking information for use in the
company's business.) B .

[Optional] 1 am willing to pay;-fea‘é‘fdf this mqueet upto amaximum of §____. If you
cstimate that the fees will exceed this limit, please inform me first. : :

[Optional] I request a waiver of all fees for this request. Disclosure of the requested
information to me is in the public interest because it is likely to contribute significantly to public
understanding -of the operations or activitics of the govemnment and is not primarily in my
commercial interest. [Include a specific explanation.)

Thank you for your consideration of this request.

Sincerely,

Name

Address

City, State, Zip Code
Telephone number {Optional)

(31)
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B. Freedom of Informstion Act Appeal Letter

Agency Head or Appeal Officer
Name of Agency ‘
Address of Agency '

City, State, Zip Code

Re: Freedom of Information Act Appeal
Dear

This is an appeal under the Freedom of Information Act.

On (date), 1 mquesteddocumemsund@rme'f-'reedom of Information Act. My request was
assigned the following identification number: On (date), I received a response to my
request in a letter signed by (name of official). I appeal the denial of my request, -

P (Optional] The documents that were withheld must be disclosed under the FOIA because....

[Optional] I appeal the decision to deny my request for a waiver of fees. I believe that
am entitled to a waiver of fees, Disclosure of the documents I requested is in the public interest
because the information is likely to contribute significantly to public understanding of the operations
or activities of government and Is not primarily in my commercial interest. (Provide details) - -

~ [Optional] I appeal the decision to requirc me to pay review costs for this request. I am
not ‘seeking the documents for a commercial use. (Provide detalls) ’

{Optional] I appeal the decision to require me to pay search chirgw for this request. I am
a reporter seeking information as part of news gathering and not for commercial use.

' ' o Thank you for your consideration of this appeal. '

l ' - ' . : Sincerely,.

F . ' Address
L City, State, Zip Code
Telephone Number [Optional]
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C. Privacy Act Request for Access Letter

Privacy Act Officer {or System of Records Manager)
Name of Agency
Address of Agency
City, State, Zip Code
Re: Privacy Act Request for Access
Dear

This is a leqhmt under the Privacy Act of 1974,

I tequwt a copy of any records [or specifically named records] about me maintained at your
agency. '

(Optional] To help you to locate my records, I have had the following contacts with your
agency: [mention job applications, periods of employment, loans or agency programs applied for,
etc.}. ) '

[Optional] Please consider that this request is also made under the Freedom of Information
Act. Please provide any additional information that may be available under the FOIA,

{Optional] I am willing to pay fees for this request up to & maximum of §
estimate that the fees will exceed this limit, please inform me first,

. If you

[Optional] Enclosed Is [a notarized signature or other identifying document] that will verify
my identity. ’

Thank you for your consideration of this request.
Sincerely,

Name

Address

City, State, Zip Code
Telephone number [Optional]




D, Privacy Act Denial of Access Appeal -

Agency Head or Appeal Officer

Name of Agency
Address of Agency

City, State, Zip Code :

‘Re: Appeal of Denial of Privacy Act Access Request

Dear

This is an appeal under the Privacy Act of the denial of my request for. access to records.

On (date), I requested access to records under the Privacy Act of 1974. My request was
assigned the following identification number: . On (date}, 1 received a response to
my request in a letter signed by (name of official). I appeal the denial of my request.

[Optional] The records that were withheld should be disclosed 10 me becuse ...

{Optional] Please consider that this appeal is also made under the Freedom of Information
Act. Please provide any additiona) information that may be available under the FOIA.

Thank you for your consideration of this appeal.

Sincerely,

Name

Address

City, State, Zip Code
Telephone Number [Optional]
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E. Privacy Act Request to Amend Records
Pdvaéy Act Officer or System of Records Manager]

Name of Agency
Address of Agency

City, State, Zip Code
Re: Privacy Act Request 1o Amend Records
Dear

agency.

I believe that the following information is not comect: [Describe the incorrect information
as specifically as possible].

_ The information is not (accurate) (relevant) (timely)
(complete) because ...

{Optional] Enclosed are copies of documents that show that the information s incorrect.
I request that the information be [deleted) [changed to read:].
Thank you for your consideration of this request.

Sincerely,

Name

Address .

City, State, Zip Code
Telephone Number [Optional)

This is a request under the Privacy Act to amend reconds about myself maintained by your

i

o
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F. Privacy Act Appeal of Refusal to Amend Records

Agency Head or Appeal Officer
Name of Agency

Address of Agency

City, State, Zip Coede

Re: Privacy Act Appeal of Refusal to Amend Records
Dear :

This is an appeal under the Privacy Act of the refusal of your agency to amend records as
1 requested. )

On (date), I requested that records -about me be amended. My request was assigned the
following identification number . On (date), | was informed by (name of official) that my
request was rejected. 1 appeal the rejection of my request.

The rejection of my request for amendment was wrong because ......

[Optional] § enclose additional evidence that shows that the records are incorrect and that
the amendment 1 requested is appropriate. '

Thank you for your consideration of this appeal.

Sincerely,

Name

Address

City, State, Zip Code = .
Telephone Number [Optional]
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APPENDIX 2: BIBLIOGRAPHY OF CONGRESSIONAL PUBLICATIONS ON
THE FREEDOM OF INFORMATION ACT

CONGRESSIONAL HEARINGS, REPORTS, DOCUMEN’I‘S_,_AND PRiN’I‘S
(LISTED CHRONOLOGICALLY BY PUBLICATION DATE)
Note on availability: Most of these publications are out of print. Copies of all
congressional publications should be available at Federal Depository Libraries located

throughout the country,
1964

Senate Committee on the Judiciary. Clarifying and Protecting_the Right of the
Public to Information and for Other Purposes. S. Rept. 1219, 88th Congress, 2d Session.

1964,

“Senate Committee on the Judiciary. Freedom of Information. Hearings, 98th
Congress, Ist Session. 1964.

1965

House Commitiee on Government Operations. Federal Public Records Law.
Hearings, 89th Congress, 2d Session. 1965, ° ' '

Senate Committee on the Judiciary. Administrative Procedure Act. Hearings, 89th
Congress, 1st Session. 1965.

Senate Committee on the Judiciary. Clarifying. and Protecting the Right of the -

Public to Information, and for Other Purposes. S. Rept. 813, 89th Congress, Ist Session.
1965. . ‘ '

1966

. House Committee on Government Operations. Clarifying_and Protecting.the Right '
of the Public to Information. H. Rept. 1497, 89th Congress, 2d Session. 1966. :

1967

House Committee on the Judiciary. Codification of Public Law 89-487. H. Rept.
125, 90th Congress, 1st Session. 1967. 4 : ’ '

Senate Committee on the Judiciary. Amending Section 552 of Title 5, Unitéd States
Code. S. Rept. 248, 90th Congress, 1st Session. 1967.
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1968

House. Committee on Govemment Operations. Freedom of Information Act
Compilation and Analysis of Departmental Regulations Implementing 5 U.S.C. 552).
Committee print, 90th Cong-ess, 2d Session. 1968.- '

Senate Committee on the Judiciary. The Freedom of Information_Act (Ten Months
Review). Committee print, 90th Congress, 2d Session. 1968. '

1972

House Committee on Government Operations. Administration_of the Freedom of
Information Act. H. Rept. 92-1419, 92nd Congress, 2d Session. 1972, '

House Committee on Government Opcrations. Sale_or Distribution of Mailing Lists
By Federal Agencies. Hearings, 92nd Congress, 2d Session. 1972,

House Committee on Govenment Operations. U.S. Government Information
Policigs and Practices— Administration and Operation of the Freedom of Information Act.
(Parts  4-6). Hearings, 92nd Congress, 2d Session. 1972.

House Committee on Government Operations. U.S. Government Information
Policies and Practices—Security Classification Problems Involving Subsection (b)(1) of the
Freedom of Information Act. (Part 7). Hearings, 92nd Congress, 2d Session. 1972;

1973

House Committee on Government Operaaioﬁs. Availability of Information to
Congress. Hearings, 93rd Congress, 1st Session. 1973."

House Committec on Government Operations. Executive Classification of
Information—Security Classification Problems Involving Exemption (b)(1) of the Freedom
of Information Act (5 U.S.C. 552). H. Rept. 93-221, 93rd Congress, 1st Session. 1973.

House Committee on Government Operations. The Freedom of Information_Act.
Hearings, 93rd Congress, 1st Session. 1973.

Scnate Committee on Government Operations and Committee on the Judiciary,

Executive Privilege, Secrecy in Govemment, Fréedom of Information. Hearings, 93rd

Congress, 1st Session. 1973,

1974

House Committee on Govemnment Operations. Amending Section 552 of Title S,
United States Code, Known as the Freedom of Information Act. H. Rept. 93-876, 93rd
Congress, 2d Session. 1974, o '
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- House .Committee on Govemment Operations. Amending the Freedom of

Information Act to Require that Information Be Made Available to Congress. H. Rept. 93-
990, 93rd Congress, 2d Session. 1974. ; B ‘ o '

' Hbuéﬁ Comrmttec on -'Go'vérfn:_ﬁc.nt_ Operatnons : Securitx Classiﬁcatibﬁ"Refdnﬁ.
Hearings, 93rd Congress, 2d Session. 1974. T

House of Representatives. Message from the President of the United States.
Vetoing H.R. 12471, Amend Freedom of Information Act. H. Doc. 93-383, 93rd Congress, -
2d Session, 1974, S SR _ -
- "HBizﬁe/Scﬂaté: Comm:ttec of Cd:z-_lfc_lfeﬁ\ce._’ Freedom of Information Act Amendments.

H. Rept. 93-1380 or S. Rept. 93-1200, 93rd Congress, 2d Session. 1974.

Senate Committee on the Judiciary. Amending the Freedom of Information Act. S..-
Rept. 93-854, 93rd Congress, 2d Session. 1974, : ' o

Senate Comnuttec on the Judiciary. . Freedom. of Information. Act Sou e Book:

Le 'sla;ive Materials, Cases, Articles. S. Doc. 93-82, 93rd Congress, 2d Session. 1974 ,

1975

House Committee on Govemment: Operations and. Senate. Committee on the ‘
Judiciary.. Freedom of Information Act and Amendments. of 1974 (P.L. 93-502),  Source -

Book: Legislative History, Texts, and Other Documents: Joint committee print, 94th

Congress, 1st Session. 1975.
1977

House Committee on ’Gchﬁmi_-jm Operanons , Bu‘s'incs_s' Record. Exemption of the o
Freedom of Information Act. Hearings, 95th Congress, 1st Session. 1977, '

Senate Conumttceonlheludlc:ary Freedom of Informauon Act. Hca.nngs, 95th ... . -

Congress, 1st Session. 1977.

1978

House Cdnunitteeon Govémment Operations. FBI Compliance with the Freedom
of Information Act. Hearing, 95th Co'ngm_ss. 2d Session. 1978.

House Committee on Govcmmeﬁt.Opcrations.. Freedom of Information Act .
uests for Business Data andRevcrse-FOIA ngsuitsf_,, H. Rept. 95-1382, 95th Congress,

2d Session. 1978.- -
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Central Intelligence Agency Exemptions, Hearings, 96th Congress, 2d ‘Session,
-1981. '
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&

Senate Committee on the Judiciary. The Erosion of Law Enforcement Intelligence

and Its Impact-on_the Public Security. Committee print, 95th Congress, 2d Session. 1978,

’ Senate Committee on the Judiciary. The Erosion of Law Enforcement Intellj ence

and Its Impact on the Public Security, Hearings, 95th Congress, 1st and 24 Sessions,
1977-1978. ’

1979

House Committee on 'Govemment Operations, Security Classification Exemption to
the Freedom of Information Act. Hearin , 95th Congres§, Ist Session. 1979, '

House Petmanem_ Select Committee on Intelligence. Impact of the Freedom of
ion _Privacy Act on Intelli ernce Arctivi’t.ies.’ Hearing, 96_th=Cengres;.

Information Act and the
lst Session. 1980, : B _

7 Senate Committee on Governmental Affairs. Oversight of the Administration of the
Federal Freedom of Information Act. Hearings, 96th Congress, 2d Session. 1980,

ncy Implementation of the 1974
- Committee print, 95th Congress, 2d

1981

House' Committee on, Government Operations. Freedom of Information Act
Oversight.  Hearings, 97th Congress, 1st Session, 1981, '

House Committee on ‘Government Operations, The Freedom of Information Act:

House Committee on Government Operations, The Freedom of Information Act;

Federal Law Enforcement Implementation. Hearing, 96th Congress, 1st Session,
1981. : '/

1982

- Senate Comr\:iittee on the Judiciary, Freedom of Information Act. Hearings, 97th
Congress, 1st Session, . 1982, '

Senate Committee on the Judiciary. The Freedom of Infofniati‘on Reform Act. S.
Rept. 97-690, 97th Congress, 2d Session, 1982, ’ :




a

Senate Committee on the Judiciary. Freedom of Information Reform Act. §. Rept.
_ Teedom of Information Reform Act.

98-221, 98th Congress, 1st Session. 1983,

1984 7 , : , _
' Seﬁa;tc Commxttec on the Jud:c:ary Freedom of Information_Reform Act
Hearings, 98th Congress, 1st Session, 1984.

1985

House Committee on Govemnment Operations. The Freedom of Information Reform
~2c rreedom of information Reform

Act.  Hearings, 98th Congress, 2d Session. 1985S.

>

Senate Committee on the Judiciary. Amendments to the Freedom of Information
Act. Hearing, 98th Congress, 2d Sessiqn.— 1985. . :

1986

House Cor‘rimittee on Government Operations. Freedom of Information Act
Amendments of 1986. Hearing, 99th Congress, 2d Session. 1986.

-House Committee on/Govcr_nmér'lt Operations. Freedom of Information Act
Amendments of 1986. H. Rept. 99-832, 99th Congress, 2d Session. 1986,

1988

House Committee on Govemnment Operations. . FOIA: Alternate Dispute Resolution
Proposals. Hearings, 100th Congress, 1st Session. 1988. ' e

1989

Senate Committee on the Judiciary, Thé Frécdom of Information Act. Hearing,
100th Congress, 2d Session. 1989, ' '

-

1990

House Committee on Govc_mment bpcra’tionﬁ. . Federal fnformation Dissemination
Policies and Practices. Hearings, 101st Congress, 1st Session. 1990.
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&

House Committee on Government Operations. . Paperwork Reduction and Federal
Information Resources Management Act of 1990. H. Rept. 101-927, 101st Congress, 2d
Session. 1990.

1991

House Committee on Government Operations, Cncéﬁvc Ways of Using and ,
Dism'naﬁng Federal Information. Hearings, 102nd Congress, 1st & 2d Session. 1991,
1992, - ' ’
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1975

House Committee on Govemnment Operations. Central Intellience A enc

~ Exemption in the Privacy Act of 1974, Hearings, 94th Congress, 1st Session. 1975,

, House Committee on Government Opcrations.' Implementation of the Privacy Act of

974: Data Banks. Hearing, 94th Congress, 1st Session. 1975,

1976

House Committee on Government Operations. Notification to Victims of Improper -

Intelligence Agency Activities. Hearings, 94th Congress, 2d Session. 1976.

Senate Committee on Government Operations and House Committee on Government. -
Operations. Legislative History of the Privacy Act of 1974, S. 3418 (Public Law 93-579):
Source Book on Privacy. Joint committee print, 94th’ Congress, 2d Session. 1976.

1977

Senate Committee on Governmenta! Affairs and House Committee on Government

Operations.  Final Report of the Privacy Protection Study Commission. Joint hearing, 95th
Congress, 1st Session. 1977, : A S '

1978

H_ous_é Committee on Government Operations. Privacy and Confidentiality Report
and Final Recommendations of the Commission on Federal Paperwork. Hearing, 95th :
Congress, Ist Session. 1978. S TR R

House Committee on Government Operations. Right to Privacy Proposals of the

Privacy Protection Study Commission. Hearings, 95th Congress, 2d Session. 1978.

1980

‘'House Committee on Government Operations: Federal Privacy of Medical. -
Information Act. H. Rept. 96-832 Part 1, 96th Congress, 2d  Session., 1980, ' -

House Cdﬁinﬁtteebn-Govémment Operations. Privacy_of Mcdi_qal'Rpcofds‘. :
Hearings, 96th Congress, 1st Session. 1980, o ' R

House Commiitee on Govemnment Operations. Public Reaction to Privacy Isstes.
Hearing, 96th Congress, 1st Session.” 1980, S

House Committee on Interstate and Foreign Commerce. Federal Privacy of Medical
Information Act. H. Rept. 96-832 Part 2, 96th Congress, 2d Session. 1980.
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House Committee on Ways and Means. Descrig. tion and Brief Analysis of H.R.
3933, Federal Privacy of Medical Information Act. Committee print, 96th Congress, 2d
Session. 1980. - = 7 . - .. - T T - S e T

House Comnittee on Ways and Means. Federal Privacy of Medical Information
Act. Hearing, 96th Congress, 2d Session. - 1980, . o

Hopse Committee on Ways and Means. Federal Privabv of Medical Infonna_tiqn

—

Act, HR 5935, /Committée print, 96th Congress, 2d Session. 1980. -

1981 /
/ "~ 'H ée Committee on Government Operations. Conf
/"~ ‘Hearingg/ 96th Congress, Ist and 2d Sessions. 1981. L

House Committee on Government Operations: Debt Collection Act of 1981.
ing, 97th Congress, Ist Session. 1981.

/ House Committee on Government Operations, Privacy Act Ar_nerpd:ﬁcnts. H. Rept.
/. 97-147 Part 1, 97th Congress, 1st-Session. 1981, R N
7 . . Co DT sl B el T - T . L

1983 ) e _ o
House Commlttee on Govemment Operations. Oversight of the Privacy Act of 1974.

Hearings, '98th Congress, 1st Session. 1983,

House Committee on Government Operations. Who Cares About Privacy? o
Oversight of the Privacy Act of 1974 by the Office of Management and Budget and by the
Congress, H. Rept. 98-455, 98th Congress, Ist Session, 1983. -~ - B .

Senate Committec on Govéernmental Affairs. Oversight of Cofnptiter Matching t07

Detect Fraud and Mismanagement in Govemment Programs. Hearings, 97th Congress, 2d
Session. 1983, = o L

Houisé -Comimiittee on Govemmment Operations. ' Privacy and 1984: Public Opinior
on Privacy Issues. Hearing, 98th Congress, 1st Session. 1984,

Senate Committee on Governmental Affairs, Computer Matching: Taxpayer
Records. Hearing, 98th Congress, 2d Session. 1984, . . :
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1986

Senate Committee on Govemhenml Affairs. Computer Matching and Privacg
Protection_Act of 1986. Hearing, 99th Congress, 2d Session. 1986,

1987

House Committee on Govemnment Operations. Computer Matching and Privacy
Protection Act of 1987. Hearing, 100th Congress, 1st Session. 1987.

1988

House Committee on Government Operations. Computer Matching and Privacy
Protection Act of 1988. H. Rept. 100-802, 100th Congress, 2d Session. 1988.

1990

House Committee on Govemment Operations. Cofngutei‘ Matching ar_l& Privacy
Protection Amendments of 1990. Hearing, 101st Congress, 2d Session. 1990.

House Committee on Government Operations. Computer Matching and Privacy
Protection Amendments of 1990. H. Rept. 101-768, 101st Congress, 2d Session. 1990.

House Committec on’ Government Operations. Data Protection, Computers, and
Changing Information Practices. Hearing, 101st Congress, 2d Session. 1990. o

1991

-House Committee on Government Operations. Domestic_and_International Data
- Protection Issues. Hearing, 102nd Congress, 1st Session. 1991.

1992

House Committee on Government Operations. Designing Genetic_Information

_ Policy: The Need for an Independent Policy Review of the Ethical, Legal, and Social -

Implications of the. Human Genome Project. - H. Rept. 102-478,-102nd Congress, 2d
Session. 1992; S S S
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APPENDIX 4: TEXT OF THE FREEDOM OF INFORMATION ACT

“TTTLE 5, UNITED STATES CODE

I TR *. * - x * B

AGENCIES GENERALLY

L S : % .

' PART I_THE

x Lo«

- CHAPTER 6-ADMINISTRATIVE

I R e e

. SUBCHAPTER II—ADMINISTRATIVE PROCEDURE

$652. Public information; agency rules, opinions, orders,

¢« .. ¥ecords, and proceedings .. . . .
. (a). Bach agency shall make available to the public information
., (1) Each agency-shall separately state .and currently publish in

the Federal Register for the guidance of the public—
- - (A).descriptions .of.its. central and field organization-and the
- established places .at which, the employees (and in: the case of
~-a uniformed service, :the ;nembers) from ‘whom, and the meth-
. -~ ods whereby, the public:may-obtain information, make submit-
tals or requests, or obtain decisions; : :
.-, (B):statements; .of the; general course and method by which
- its functions are channeled and determined, ‘including the na-
. ture and requirements of. all formal and: informal procedures
available; =~ =~ =~ o _ '
-+ . :{C).rules of procedure, descriptions of forms available or the

B places-at which forms: may be obtained, and instructions as to

the scope and contents; of .all papers, reports, or examinations;
. sul ntive :rules: of ‘general applicability adopted as.au-
thorized by-law, and.statements of general policy or interpreta-
tions of general applicability formulated and adopted by-the

-agency;and . . .
Except to the extent.
the terms thereof, a pe
resort to, or be adversely,
lished .in the Federal Reg

VISlon f_ or repeal of the foregoing.

may.not in-any manner be required to
Tected by,-a matter required to be pub-
ter. and not so published. For the pur-

er.reasonably available to the class of
deemed published in the Federal Regis-

pose of this paragraph
persons affected fhﬁreb:

erson has actual and timely notice of
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tér when incorporated by reference therein with the approval of the
Director of the Federal Register.

(2) Each agency, in accordance with published rules, shall make
available for public inspection and copying—

(A) final opinions, including concurring and dissenting opin-
ions, as well as orders, made in the adjudication of cases;

(B) those statements of policy and interpretations which
have been adopted by the agency and are not published in the
Federal Regzster;ang " ' ‘

(C) administrative staff manuals and instructions to staff
that affect a member of the public; _ _

unless the materials are promptly published and copies offered for
sale. To the extent required to prevent a clearly.unwarranted inva-
sion of personal privacy, an agency may delete identifying details
when it makes available or publishes an opinion, statement of poli-
cy, interpretation, or staff manual or instruction. However, in each
case the justification for the deletion shall be explained fully in
writing. Each agency shall also maintain and make avsilable for
public inspection and copying current indexes providing identifying
information for the public as to any matter issued, adopted, or pro-
mulgated after July 4, 1967, and required by .this paragraph to be
‘made available or publistied. Each agernicy shall promptly publish,
" quarterly or more g‘equentl ; and distribute (by sale or otherwise)
copies of each index or supplements thereto unless it determines by
order published in the Fecfaral Register that the publication would
be urnnecessary and impracticable, in' which case the:agency shall
nonetheless provide copies of such index. on request at-a“cost not
to exceed the direct cost of duplication. A final order, dpinion, state-
ment of policy, interpretation, or staff manual or instruction that
affects a member of the public may.be relied on, used,’ or -cited as
rip}recedent by an agency’ against a‘party other than an agency only

- (i) it~has been indexed and: either made availablé: or pub-

lished as provided by this paragraph; of: - - "= .

i..(ii)ithe:party has actual and timely notice of the terms there-

of. R

(3) Except with respect to.the records made available under para-

aphs (1) and (2) of this subsection, each agency, upon any request
or records which (A) reasonably describés such records and (B) is
made in accordance with: publiskied ‘rules stating the time, place,
fees (if any), and procedures to be followed; shall make the records
promptly available to any person.: - P el e

(4)(A)(i) In order to carry out the provisions of this section, each
aFency shall promulgate regulations, pursuant to notice and receipt
of public comment, specifying the schedule of fees a g’ll;cablq to the
processing of requests ‘under this section and establishing proce-
dures and guidelines for determining when such féees should be
waived or reduced. Such schedule shall conform to the guidelines
which shall be promul%ated, pursuant to notice and receipt of pub-
lic comment, by the Director of the Office of Management and
Budget and which shall provide for a uniform schedule of fees for
all agencies. .

.(ii) Such agency regulations shall provide that—
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req
un

" (vii) In_any, action by

_~(B). On complaint, the 4 court, | Un .
district in-which the complainant resides, or has his principal place

a cage the court:shall determine the matter.de novo, and may ex-
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3 TTLE 5, US.C. Sec. 552

(D). fees shall be limited to reasonable standard charges for

" “document search, duplication, and review, when records are re-
__quested for commercial use; ;- - oo oo T

7 (ID) fees shall be limited to réasonable standard charges. for

document duplication-when records are not sought for commer-

cial use and the request is made by an educational or noncom-

_.mercial scientific institution, whose:purpose is .scholarly -or sci-
. entific research; or a representative of the news ‘media; and -

. (IH) for-any request not described in (D) or-(II); fees shall be

limited to reasonable standard
-+ and-duplication.: e o0 Lo T L

(iii)- Documents shall' be furnished without any charge or at a
charge reduced below the fées ‘established under clause (ii) if disclo-
sure of the information is“in the public interest because it is-likely
to contribute gignificantly to public.understanding of the ‘operations
or activities of the government ‘and is not primarily in the commer-

cial interest of the requester. .~~~ . ..
(iv) Fee schedules shall provide for the recovery of only the direct

g:ha'r for doq@ent;i:-rséai-ch

costs of search; duplication, or- review. Review costs shall include

‘oiily- the direct costs incurred during the initial ‘examination of a

document, for_the purposes of determining whether the documents
must, be-disclosed under this section and for the purposes of with-
holding any portions exempt from € selosure under this’section. Re

view costs may not include any ‘costs incutred in resolving. issues

i law or policy that may be raised in the course of processing a:
uest under this section. No fee may, be charged by any agency

CoTEL

_of the fee;or . =

AL X -request, { ] in’ clauseé’ (i) (IT) or (III) of this
siibparagraph for the first two h urs of search time or for the
_ first one hundred pages of diplication. . .

(v) No agency may. requiré advance payment of any fee ‘unless

the.requester has grevxouslyfmled to pay fees in a timely fashion,

or the agency has.determined that the fee will exceed $260.
- (vi) Nothing in this- sugg

, othing in this aragraph shal gupersede fees.chargea-
ble under a_statufe specifically ‘providing, for setting the level of
a requester regarding the waiver of fees
urt shall determine the matter.de novo:
‘review of:the matter shall be limited to

aragraph shall

under this section, the
Provided, That, the court
the record before the agen

P triot court of the United States-in the

of business, or'in which the ,1agengyﬁ'gfrecqrds are situated, or in the

District of Columbia, has jurisdiction to. enjoin the agency from
withholding . agency: records and to order the production of .an
agency records. improperly withheld from the complainant. In suc

.amine the contents. of such.agency records in camera. to: determine
whether .such records or any part thereof shall be withheld-under

any of the exemptions set forth in subsection (b) of this section, and
the burden is on the agency to sustain its action.. - - .. ...
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(C) Notwithstanding any other provision -of law, the defendan
shall serve an answer or otherwise plead to any complaint mad
under this subsection within thirty daﬁs -after service upon the de-
fendant of the pleading -in which such complaint is made, unles
the court otherwise directs for good cause shown: L
(D) [Repealed.] R o
(E) The court may assess. against the United States reasonabl
attorney fees and other litigation costs reasonably incurred in an
case at;lneccller. this section in which the complainant has substantiall

(F) Whenever the court orders the production of any agency
recqrds._impropeégr withheld from: the complainant and assesse, ;

against the United States reasonable attorney fees and other litiga- 4
tion costs, and the court additionally issues a_written finding that
the circumstances surround.mg the withholding raise questions |
‘whether agency personnel acted arbitrarily or capriciously with re-
spect to the withholding, the Special Counsel shall promptly initi-
ate a dproceedmito determine whether disciplinary action 18 war- |
rante atiamst the officer or employee who was primarily responsi-
ble for the. withholding. The Sppe,cial -Counsel, after_investigation
and consideration. of the evidence submitted, shall submit his find-.
1ings and recommendations to the administrative. a_uthoriigv of the
agency concerned. and shall send copies of the findings and recom-
mendations to the officer or emplo ee of his representative. The ad-
minigtrative authority shall take the corrective action that the Spe-
cial Counsel reccommends. . L S

(G) In the event of noncompliance with the order of the court, the
district. court ma_ty punish for contempt the. responsible employee,
and in the case of a uniformed service, the responsible member.

(b) Each agency having more than one member shall maintain
and make available for public inspection .a.record of the final votes

of each member in'every agency proceeding. . 7 -

(6)(A) Each agency, upon any request for- records made under

paragraph (1), (2}, or (3) of this subsection, shall — - =
D) determine within ten daym (ertns Saturdays, Sundays,
and legal public holidays) after the receipt of a;xﬁ' such request
“‘whether to comply with such request and sha “immediately
- notify the person making such request of such determination
and the reasons therefor, and of ‘the right of such person to ap-
peal to the head of the agency any adverse determination; and
(i) make a determination with respect to any ’afplpeal within
twenty dzys. (excepting ‘Saturdays, ° imdgs, and legal public
ho_lidag;s) after the receipt of such_gpﬁreqli 1 on appeal the deni-
al of Bhfsl'lue,st for records is'in whole or in part upheld, the
.agency shall notify the person’ making such request of the pro-
. visions for judicial review of that determination under para-

_graph (4) of this subsection, T '
(B?In unusual circumstances as'specified in this subparagraph,
the time limits prescribed ‘in either clause (i) or clause (ii) of sub-
‘paragraph (A) may be extended by ‘written notice to the person
making such request setting forth the reasons for ‘such ‘extension
and the date on which a determination is expected to be dis-
patched. No such notice shall specify a date that would result in
an extension for more than ten working days. As used in this sub-
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para agh.--—» “unusual circumstances” means, but only:to.the-extent
‘reasonably necessary .to the proper processing: of ~the particular
l'equestr— f,};::,: o -',:1.".__.: ES . - f,‘;,‘ i.f. R R i
. -{1)- the need: to search:for and collect the requested. records
- from field. facilities or other’establishments that are separate
.-~ from the office processing the request; . . .~ .. -

-~ (ii). the need ‘to search for, collect; and appropriately examine

. .a voluminous amount of separate and. distinct records which
.-are demanded in a single request;.or- ool e o
... (jii). the need-for consultation; which shall be.conducted with
. .all:practicable speed, with another agency having a substantial
~ ..interest-in-the determination-of the request or.among two or

_“more components of the agency haying substantial subject-mat-

.. ter.interesttherein. - - .0 -0 ot mos
~ {C) Any person making a request to, anyafnc% for records.under
] T8 (2), or (3).of this subsection shall be deemed to have
.exhausted-hi \&dmi,niStrqt{ive»».-re._medies;with;;;;re_.ggct,-.to;suchsre.quest
_if the agency.fails.to- comﬁly with the applicable;time limit provi-
sions of this paragraph. If the Government can show: exceptional
circumstances exist and- that the agency.is exercising.due di igence
in responding to the request, the couft may: retain jurisdiction and
‘allow.. the . agency - additional: time to- complete. its.review- of: the
“records. Upon any.determination by:an. agency-to. comply.with a re-
quest for records, the records:shall.be made promptly available to
such person;making:such request. Any. notificatio enial of any

?@%‘-’est'forl ecords under this subsection. shall get forth the names

sible for, the denial of

d titles or positions of each person respo
such request. ! T T N
...(b). This section does not apply.to matters that are—... .-
. (1)A) specifically.authorized under criteria established by an

. .Executive-order. to be kept secret in the interest of national de-

fense. or f relgng%)hcy and (B)..are in fact. properly classified

~.pursuant.to such.Executive order; .. ., o o v O
"7 ().related.solely to the internal personnel rules .and prac-

_ ticesof anagency; . _
.. - _(3) specifically -exempted from disclosure. by statute (other

- than section. 552b_of this title); provided:that. such statute (A)

_-.._requires that the matters be withheld from.the public in such
- a manner as.to leave.no discretion.on:the issue,.or (B) estab-

_ " lishes:particular. criteria for withholding: or refers to particular

types of matters to.be withheld;. - - . .o oo
. (4) trade secrets and.commiercial ‘or: financial informationob-
_tained froma person and privileged or confidential;-

.. (b).inter-agen 'orr»;-intr.a_-a%ency . memorandums or -’lettefs

_ which would not be available by law to a party other than an
. __agency in litigation with the agency; - . ... . o o .
" "(6): personnel .and ‘medical files and similar files.the -disclo-
sure of which would constitute .a- clearly unwarranted invasion

. --of personal privacy; - <. oyie s s T
N Fﬁrecordsor information compiled for law enforcement pur-
"'poses, but only to the extent that the production of such law
enforcement records or information (A).could reasonably. be ex-
‘pected to interfere with enforcement proceedings, (B) would de-
prive a person of a right to a fair trial or an impartial adjudi-
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- -cation,-{C) could reasonably be-expected to constitute an un-

warranted invasion of personal privacy, (D) could reasonably

- be expected to disclose the identity of a confidential source, in-

“¢luding a State, local, or forei -ageticy or authority:or-any pri-

vate institution which furnished information-on-a’confidential

- basis, and, in the case of a record or information comipiled by

criminal law enforcement authority in the course of a criminal

investigation or by-an agency conducting-a lawful national se-

-~ curity mtelligence investigation, information- furnished by a

- confidential source, (E) woxﬂd-"(i.i_sclbse ‘techniques and. proce-

dures for law -enforcement investigations or prosecutions, or

would disclose guidelines for law-enforcement investigations or

prosecutions. if such-disclosure could reasonably beexpected to

~ -risk <circumvention -of the law, or (F) could reasonably be ex-
pected to-endanger the life or physical saféty of ‘any individual;

~.(8) contained- in or related to examination, operating; or:con-
dition reports: prepared by, on behalf of,-orfor :the use of an

agency responsible for the regulation:or supervision‘of financial

(9) geological and geoYII;*ysical information- and data, inclad-
- ing maps, concerning wells.” = = S T

Any reasonably segregable portion of a recérd shall be srovided to
anhjlr ﬁgr‘sdi'ff-ﬁr‘equesting'su 1 record after deletion “of the portions

-are exempt under this subsection. - =

(c)(1) Whenever ‘a request is ‘made whi hmvolvesaccess to

2

(A) the investigation or proceeding involves a possible viola-
tion of criminal law; and . _ i
, (B) there is reason to ‘believe that (i) the subject of the inves-
_ tigation orirocee_dingris not aware of its-pendericy; and (i) dis-
. closure of the-existence of the récords could“réaschably-be ex-
" pected to interfere with enforcement pro¢eedings; =~ 7
the agency may, during only such- time:as that circumstancé:contin-
ues, treat the records as-notsubject to the requiremeénts: of this sec-
tion. 8 ' S U -
(2) Whenever informant records maintainéd 'by: a ‘criminal law
enforcement ‘agency-under an informant’s hdme-orpersonal identi-
fier are requested by a third party according: to: the informant's
name or personal identifier, the agency:may treat thé records as
not subject to the requirements of this section unles: ithe inform-
ant’s status as an informant has'been officially: confirmed:: - . -
- (3)-Whenever a regu’est is made which involvés-access to records
maintained. by the Federal! Bureau -of Investigation® pertaining to
foreign intelligence or counterintelligence, o iiitérnational terror-
ism, and the existence of the records is classified i

sinformstion as
provided in subsection (b)(1), the Bureau indy, as:long as:the exist-
erice of the records remains classified information; treat'the records
as not subject to the requirements of this section.: ©.+ & =7

(d) This section does not authorize withholding:of:information or
limit the availability of records to‘the public, except & gpecifically
stated in this section. This section is not-authority to withhold in-
formation from Congress. S : o o B

-(e) On or before March 1 of each calendar year; each agency shall

~submit a report covering the preceding calendar year to the Speak- -
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er of the House of Representatives and President of the Senate. for
.referral to- the appropriate committees of the Congress. The report
~ ..(1) the number of determinations made by such agency not
to comply with requests for records made to such agency under
subsection (a) and-the.reasons for.each such determination; . .
(2) the number of appeals made by persons under subsection
~(a)(6), the result'of such appeals, .and the reason for the action
- ‘iipon each-appéal that results in a denial of information;
. (3).the names and titles or positions of each person responsi-
- ‘ble’for the denial of records reéquested under this section, and
the‘number of instances-of participationfor each;  “+- -

(4) the results of each proceeding conducted-pursuant to sub-
section (a)(4)(F), including a report of the disciplinary -action
loyee *who ‘was:primarily re-
X : ihg records or‘an explanation
< . of whydisciplinary saction was not taken; - =~ .~ . . o

((glacopy of every rule made by such agency regarding this

cogectiony e es v e e - ’

. taken againstthe officer-or em
’sgdnsibl’éf‘ for improperly withhol

... (8).a copy of the:fee:schedule and the:total -amount of fees
collected by the agency for making records’available under this
section; and e T S . S

(7) such other information as indicates efforts to administer
fully this section. ~—~ -~ .~~~ o

The Attorney General shall submit an annual report on or before

March 1 of each calendar year which shall include for the prior cal-

endar year a listing of the number of cases arising under this sec-

tion, the exemption involved in each case, the disposition of such
case, and the cost, fees, and penalties assessed under subsections

(8)(4)(E), (F), and (G). Such report shall also include a description

of the efforts undertaken by the Department of Justice to encour-

age agency compliance with this section. - ,

(f) For purposes of this section, the term “agency” as defined in

section 5 1%3) of this title includes any executive department, mili-

tary department, Government corporation, Government controlled

corporation, or other establishment in the executive branch of the

Government (in¢luding the Executive Office of the President), or

any independent regulatory agency. -~ = IR
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. _APPENDIX 5: TEXT OF THE PRIVACY ACT OF 1974

. of information: about-an individual that is maintained

TITLE 5, US.C.

§552&Rec0rds maintainedon indlvidua]s LT

soses. of this section— .
“ defined in section

(1) the term “
562(e) of this title; - . - - ,

(2).the term “individual” means a citizen of the United
States or an alien lawfully .admitted for.permanent residence;

(3) the :term . “maintain” includes. maintain, collect, use, or

‘agency’ means. agen

_disseminate; -

. (4) the term “i;écofd” in_eims any item, COllegtion,mdf g;éduping

‘ by an
agency, including, but not limited to, his- education, financial
transactions, medical history, and criminal or employment his-
tory and that contains his name, or the identifying number,

symbol; or:other identifying. particular assigned to the: individ-
" ual, such as a‘finger or Yoice print or a photograph;
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- {5). the term “system of records” means a group of any
records under the control of any agency from which informa-
tion is retrieved by the name of the individual or by some iden-
tifying number, symbol, or other identifying particular as-

.. signed to the individual; . o - '

.(6) the term *“statistical record” means a record in a system .
of records maintained for statistical research or reporting pur-
poses only and not used in‘whole or in part in making any de-
termination about an identifiable individual, except as provid-

ed by section 8 of title 13; . - |
(7). the term “routine’ use” means, with respect to the disclo-
-record for a purpose which is

sure of a record, the use of such  for
“compatible with the purpose for which it was collected;
" (8) the term “matching program™— -
- . (A) means any compiiterized comparison of— _
. ()'two or more automated systems of records or a
system - of “records with non-Federal records for the
purpose of—=- 7 e _
@M estahl_ishiniéor verifying the eligibility of, or
‘continuing compliance with statutory and regula-
fory requirements by, applicants for, recipients or
- beneficiaries -of, participants in, or providers of
. -services with respect to, cash or in-kind sdssistance
' or payments:under Fedérq;libeneﬁtiﬂiograms,_or _
(EI) recouping ‘payments or- delinquent debts
under such Federal benefit programs, or - - ,
(i) . two -or-:more  automated Federal personnel or
payroll systems of records or a system of Federal per- -

soninel: or payroll:records with non-Federal records, o

(1) matches performed to produce aggregate statisti-

;. cal data without any personal identifiers;. -
- . (i)»matches performed to support: any research or
- statistical project,-the specific data. of which may not
‘be-used to-make :decisions concerning the rights, bene-
ivile specific individuals; - - i
formed; by an agency (or component
rforms: as its principal function any
g to;-the enforcement of  criminal
‘the.initiation of a specific criminal
ment investigation of a named per-
e:purpose of gathering evidence
persons; - : SR
information (I)

by

ax - i ursuant to sec-
Internal Revenue:Code of 1986, (II)
tax: administration as defined in-sec-
such Code, (III). for the pu:.gose of
refund due an individual under. au-
section: 464 or 1137 of the Social Se-
purpose of intercepting a tax
ref due.an:in r any. other tax refund
intercept: program: authorized: by statute which has

.(B) but does:not include—

by the Director of the Office of Man-
et .to. contain. verification, . notice,
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and hearing requirements that are substantially simi-
lar to the procedures in section 1137 of the Social Se-
curity Act;

(v) matches—

(I} using records predominantly relating to Fed-
eral personnel, that are performed for routine ad-
ministrative purposes (subject to guidance provid-
ed by the Director of the Office of Management
and Budget pursuant to subsection (v)); or

"~ (ID conducted by an agency using only records

maintained by that agency; _

if the purpose of the match is not to take any adverse

financial, personnel, disciplinary, or other adverse ac-
tion against Federal personnel; or

(vi) matches performed for foreign counterintelli-

- gence pu‘.riaoses or to produce background checks for

security - clearances of Federal personnel or Federal

: .. contractor personnel; ,

(9) the term “recipient agency” means_andy agency, or con-
tractor thereof, receiving records contained in a system of
records from a source agency for use in a matching program;

(10) the term “non-Federal agency” means any State or local
government, or agency thereof, which receives records con-
tained in a system of records from a source agency for use in
a matching program; - ’ :

- (11) the term “source. agency” means any ag:ncy which dis-
“closes records contained in a system.:of records to be used in
a matching program, or any State or local government, or

agency thereof, which discloses records to be used in a match-
~ing program; : '

(12) the term “Federal benefit program” means any program
administered or funded by the Federal Government, or by any
agent of State on behalf of the Federal Government, providing
cash or in-kind assistance in the forim of payments, grants,
loans, or loan guarantees to individuals; and

(13) the term “Federal personnel” means officers and employ-
ees of the government of the United States, members of the
uniformed services (including members of the Reserve Compo-
nents), individuals entitled to receive immediate or deferred re-
tirement benefits under any retirement program of the Govern-
ment of the United States (including survivor benefits).

(b) CONDITIONS OF DISCLOSURE.—No agency shall disclose any
record which is contained in a system of records by any means of
communijcation to any person, or to another agency, except pursu-
ant to a written request by, or with the prior written consent of,
the individual to whom the record pertains, unless disclosure of the
record would be— - ' _ _

(1) to those officers and employees of the agency which main-
tains the record who have a need for the record in the perform-
ance of their duties; _ :

(2) required under section 552 of this title;

(3) for a routine use as defined in subsection (a)(7) of this

section and described under subsection (e)(4)(D) of this section;

!

1
i
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“)
carmn%mt ‘& ¢ensus or survey or related -activity pursuant to
the provisions of title 13; - = R R
L (5? to-a recipient who has: provided the agency with advance
adequate written ‘assurance that the record will be used ‘solely
.28 a statistical research or reporting record, and the record is

rant’its’ continued preservation by the United. States Govern-
ment, or for evaluation by the: Archivist of the United' States
or the designee of the::Archivist' to “determine  whether ‘the
‘record hasgsuch value; - - v T T
(D) to-another agency or to an instrumentality of any govern-
- mental jurisdiction within or ‘under the control of the United
States for a civil-or criminal law enforcement ‘activity if the ac-
tivity is authorized by law, and if the head of the agency or in-
strumentality has made ‘a’ written request to the agency which
maintains the record specifying the particular portion desired
- and lfhej law enforcement "activity. for which the record is
~-(8) to -:{‘iperson-: pursuant to a: showing: of. compelling circum-
stances affecting the health or safety of an'individual if upon

- "such’disclosuré notification is-transmitted to the last known
' address of such individual; - - T , .
. {9) to_either House of Congre s, or, to the extent of matter
within ‘its jurisdiction, any committeé’ or subcommittee thereof,
.. any joint committee of Congress or subcommittee of any such
- Joint committée; o o el T
- 7 {10} to‘the Com troller General; or.any of his authorized rep-
- resentatives; in tlgecourse of the performance of the duties of
the General Accounting Offiee; ™ = @~ .- . o
(11) pursuant to the_ ordér of a court of competent jurisdic-

- (1) t6 a consumér réporting’ agency in accordance with sec-
. {c) ACCOUNTING OF CERTAIN ‘DISCLOSURES.—Each- agency, with

respect to each system of records under-its:control shall-—-
() except for disclosures ‘made under’ subsections (b)(1) or

T (b)X2) of this:section, keep an accurate accounting of— -
(A the date, nature, and purpose of each:disclosure of
__ a record to any person.or to ancther agency made under

~ subsection. (b) of this séction; and~ - B
{B) the name and address of the person: or.-agency to

. whom the disclosure ismade; - T oW

~(2) retain the accounting made under paragraph (1) of this
subsection for at. least five years or the life of the record,
- whichever is longer; after-the disclosure for which the account-
ingismade; ~ - oo T TR R ,
- (3).except for disclosures made under subsection (b)(7) of this
 section, make the accounting made under paragraph (1) of this
~ “subsection available-to the mdivic%ua} ‘named inf»-'tﬁmef'record at

. hisrequestiand . o [T T

t0\the Bureau of the Census for purposes of planning or

I T L
bk BN SRR N i T RS NI ; = - = "
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(4) inform any person or other agency about any correction
or notation of dispute made by the agency in. accordance with
~subsection (d) of this section of any record that has been dis-
closed to the person or agency if an accounting of the disclo-

_sure was made.. - S
(d) Access To-RECORDS.—Each agency that maintains.a system

of records shall— . e B
(1) upon request by any individual to gain access to his
record or to any information pertaining to him which is con-
tained in the system, permit him and upon his request, a per-
son of his own choosing to accompany him, to review the record
and have a copy made of all or any portion thereof in a form
comprehensible to him, except that the agency may require the
~.individual to. furnish a written statement authorizing discus-
sion of that individual's record in the accompanying person’s
presence;:: . o - ' ‘ ’
-7 {2) permit the individual to request amendment of a record
pertaining to himand— -~ = L
(A) not later than 10 days (excluding Saturdays, Sun-
- days, and legal E]lblic holidays) after the date of receipt of
such request, acknowledge in writing such receipt; and

- (B) promptly, either— S |
.- (i) make any correction of any portion thereof which
the individual believes is not accurate, relevant, time-

. ly, or complete; or - o _
ii) inform the individual of its refusal to.amend the

record. in accordance with his request, the reason for
the refusal, the procedures established.by. thé agency
- . for the individual to request a review -of that refusal
bﬁ the .head of the agency or an officer designated by
~ the head of the agency, and the name and business

.address of that official;, .« . ... - . -
vho disagrees with the refusal of
the agency to amend his.record to request a.review of such re-
fusal, and not later than 30 days (excluding Saturdays, Sun-
days, and legal public holidays) from the date on which the in-
dividual requests such review, complete such review.and make
. a final determination unless, for good cause shown; the head
of the agency extends such 30-day period; and if, after his re-
view, the reviewing official also. refuses to.amend the record in
accordance with the request, permit the individual to file with
the agency a concise statement, setting forth the reasons for his
. di,sagreement .with the refusal of the agency, and notify the in-
dividual of the. provisions for judicial review. of the reviewing
official’'s determination under subsection (g}(1)(A). of this sec-
tion; . - . . : e
~ (4) in any disclosure, containing information about.which the
individual has filed a statement of disagreement, occurring

* (3) permit the individual who

after the filing of the statement under: pa;agrz:iph (3) of this
subsection, clearly note any portion of the record which is dis-
guted and provide copies. of the statement. and, if the agency

eems it appropriate, copies of a concise statement.of the rea-
sons of the agency for not making the amendments requested,
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.

d agencles to whom the dmputed reoord has

1g°in t}us section shall allow an ‘individual access to
rmatlon complled in reasonable antlclpatxon of a _civil

3 ""ply mforma-

‘mation. or on

ed. by the mdlwdual—- S

ether granted by statute, or by ex-

siderit) which. authonzes the solici-
he information and whether. d.lsclosure of such

ion i mandatory or voluntary

(B 3 priticipal purpose urpo""' 8. for thch the in-

fi ""atl “i8 lntended tobe usedp R

(D) the ,_eﬂ‘ects “him, 1f any, of not prov1dmg a]l or any
part of the quested mformatxon, o
(4) subjéct to’ ,_ejg\rovxszons of paragraph a 1) of this subsec-
tlon, pubhs_ ' ederal Register upon establishment or re-
existerice and character of the system of
shall mclude— R . ,
’ on of the_:(system y
egories of:,md1v1d] als on whom reoords -are
__-gthe tem;
go f records mamta.med in’ the system,
-use of the records contained in the sys-

categones of users and the purpose of

the agency regardmg
aceess :_c: trols retentxon, and d.LS

- notified at-

(H) the agency procedures whereby an mdnndual can be

- .___jnotltl‘fsd at. his- request how he can gain access to any

pertain: i to’ him contained in-.the system of
. records and how he can contest its content and
(I) the categones of sources of records in the system,

. request if the system'of records eoxitams a
"~ record pertaining to him;
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(5) maintain all records which dre used by, the agency in
makmg any determination about any individual mth such ac-

' curacy, relevance, timeliness, and oompleteness as.is reason-

- ably necessary to assure fairness to the individual i in the. deter-
mmatxon, _

-(6) prior to disseminating any record about an individual to.
any person other than an agency, unless the dissemination is
made pursuant to. subsection (b)(2) of this sectlon, make rea-
sonable efforts to. assure that such reoords are accurabe _com-
Pplete, tlmely, and relevant for a; ncy.- urposes, )

(7) maintain no record describing how any mdnudual exer-

- cises rights guaranteed. by the First Amendment unless ex-

- -pressly authorized by statute or by the individual about whom
the record is maintained or unless pertinent to and Wlthln the
scope of an authorized law enforcement activity; 5

(8) make reasonable efforts to serve notice on an mdwxdual
‘when any record on such individual is. made available to any
_person under compulsory legal process when such process be-
comes a matter of public record;

- (9) establish rules.of. conduct for persons mvolved in the de-

- gign, development operatmn, or maintenahce of any system of
records, or.in maintdining any record,” and instruct each such
person with respéct to'such rules and the ‘requirements of this -
section, including any other rules and }Jrooedures adopted pur-
-suant to this'section and the penalties for noncomphance,

(10) establish ‘appropriate administrative, technical, and
physical safeguards to insure the security and conﬁdentlahty of
‘récords and to protect against any anticipated threats or haz-
ards to their security or integrity which could. result-in sub-
stantial harm, embarrassment, moonvemence, or unfairness to
any individual on .whom. mformatlon is maintained; |

(11) at least 30 days prior to publication™of ir
under paragraph (4)(D) of this. subsectlon, publish in ‘the- Fed-

_eral Register notice of any.new use or intenided use of the in-

" formation in the system, and provide an oppor!‘umty for inter-
ested persons.to submlt wrltten data, vi T arguments to
_the agency; an "

(12) if 'such agency is a reclp y g source ag ency
in ‘a matching program with a non- ederal agency,; Tyt

~spect to any establishment or revision of a. ma

.at least 30 days prior to conductin ek
the Federal Register notice of such-establis]

(ﬂ AGENCY. RULES.—In order to carry o 3 P

section, each agency that maintains a 8y8 f' records shall pro- -
rulgate r'u]es, in accordance with. the require nts (inelt iding gen-
eral notice) of section 563 of this title, which shall— -

(1) establish procedires whereby an indi dual ¢an be noti-

. fied in response to his request if any: sys of records named

* by the individual contains a record pertaining to him;

‘ (2) ‘define- reasonable times, places, and reqmrements for
1dent1fymg an individual who. requests his. record or ‘informa-
tion pertalmng to him before the agency shall make the record
or information available to the individual; '

gram, publish in
ent or, revision.
i¢ provisions of this

atehing ) program, o
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-‘ 3) stabhsh rccedures for the dlsclomu-e to an mdnndual_‘
““upon, his request of his record or‘information to

“him, mcludmg ‘special grocedure if deemed nécessary; for the'
,‘..dlsclosure to an. individial of med:cal records mclu g psy-"
_ f"'cholo ical records pertaining to lnm

{5} estabhsh seedures for 1 reviewing a request from an’ mdl-_:
vidual ¢ concerning the amendment of any record or information
pertaining to the md:mdual, for making a determination on the

" request, for an-ap ithin"the agency of an initial adverse
" agerc poal ,-and for whatever addltxonal ‘means may-
T be necessary for-each dividual to" be able to exercxse fully his
““rights under this section; and" :
(5) establish fees to be. charged, if any, to any mdxv:dual for ‘
; making’ “copies of his: record; excludmg the cost of any search
" for and teview,of the record: ;
The Office of the Federal Register shall bxenmally com: gﬂe and ‘pub-
lish ‘the ‘rules~promulgated under -thi& subsection: an agency no-
tices publishe under subsection- (e)(4) of’ thlsv sectlon m & form
available to the public at low.cost: ;
(g)(1) CIVIL REMEDIES.—Whenever ‘any

agebgyectmn (d)(3) of tlns"
8 Tecord i 1_n accordan

cew1th'

< ncermng any mdxwdual
méliness; and completeness ‘as’
-"any determmatxon relating to
; Or. ?portumtles of, or ben-

e on the ba31s of such,

1s n eSsary to-. assure faam‘ ess'
- the Quahﬁcatlonsz “cha ig
- efits to the indivic

7record and-consequently

Dy faﬂsi"to ccn:Ely thh any other prov:slon of thxs sectlon
~ or an rule’ promulgated thereunder, ‘in such a way as to have-
an adverse. effectp an:individual,” .
the individual may brifig a civil action against- the agency -and: the
district courts. of the United  States shall: have Junsd.tctlon in the
matters under’the provisions of this subsectlcn
j’(2) - In- any suit brought ‘under” the - rovisions of subsectxon=
; ‘of this ‘secti thecourtm' & erthe agency to amend-
cC Wi ' request or -in such’
a’ case the court sha!l-

(B) Th""pomt ‘may’ asses" against nited States reasonablej;
attorney-fees and-other litigation costs: reasonably incurred in any"
case under this. paragraph n, whlch the complamant has substan—i'
tially” revaxled' s 7

(3XA) In any’ smt brought under the prov1s1ons ‘of subsectlon‘»-
(g)(1)(B) of this section, the court may enjoin‘the agency from with: -
holding the records and order the production to the complainant’of-
any’ agency records’ improperly: withheld from him. In sucha case
the court shall determine the matter de novo, and may examine the
contents of ‘any agency records in camera to determine’ whether the
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3 records or any rtlon thereof : ay be withheld under any of the
B exemptions set forth in subsection (k) of this section, and the. bur-
: P den is on the agency to sustain its action. .

3 ' T (B) The court may assess against the. Umted States reasonable

attorney fees and other. ht:gaéxon costs reasonably incurred in any
case unt ez;ﬁgas paragraph in which the oompla.mant has substan-
rev

{ suit brougﬁt under the ﬁro\nslons ‘of subsection

o )(1)(C) or ({)) of this section in which the court, determines that

W ' the agency. acted in a méanner which wes mtentxonal or willful, the

vk United States. shall be Aiable to the individual in an amount equal

“ to the sum of— ..

(A, actual dan{ages eustamed by the’ mdmdual as a result
of the refusal or failure, but in no case shall a ‘person entitled
~ to recovery recéive less than the sum of $1,000; and -

"(B) the costs of the -action together w1th reasonable att.orney .
fees as determined by the court. .
(6) An action/to enforce any habxhty created under this section
may be brou§ t i m the dlstnct court of the United States.in the dis-
trict in whic mplainant resides, or has his pnnclpal place
of ‘business, gfr in w}nc the agency records @ . situated, or.in the
District. of Columbia, ‘without regard to the amount in. controversy,
within two/years from the date on which the cause of actlon arises,
except that where an agency has materially and willfully misrepre-
sented afdy information required under this section to be disclosed
to-an uzéh\ndual -and the information’'so mxsrepresented is' material
'to..establishment “of . the . hablhty of ‘the agency. to the individual
under/this section, the -action may. be’ brou th at any time. within
two years after. discovery by. the individual. of the misrepresenta-
tlon Nothmg in this section shall be ‘construed to authorize. any
action by reason of ang ury sustained as the result of a dis-
closure of ‘a record prior to eptember 27, 19756,
/ (h)-RIGHTS OF LEGAL, GUARDIANS —For the purposes of this sec-
tlon, the ﬁ arent of any. minor,or the legal guardian of any individ-
/ual who has ‘been declared:to. be incompetent due:to. physmal or
__,’ mental incapacity or.age by a. court of competent Junadlctlon, may
" act on behalf of the individual. :
) (i)(1) CRIMINAL PENALTIES, --Any oﬂ'icer or employee of an agen- ,

;. ¢y, who by virtue of his. employment or official position,. has posses-

/ sion. of, or access to, agency. records.which . contain . individually
1dent1ﬁable mformatxon the. dlsclosure of which 18 prohxblted by:
this section or by rules or regulataons estabhehed' thereunder, and’
who knowing that disclosure of the specific material is. 8o prol"nblt--
ed, willfully discloses the material in_any manner 10, any: erson. or
agency not entlfled to receive.it, shall be .gmlty of.a m___:. iémeanor .
and fined not more than $5,000. .

(2) Any officer or employee of any agency who wﬁlfully maintains

a system of records without mee ellg the notice requirements- of
subsection (e)(4) of this section.shall be g'uﬂty of a zmsdemeanor

and fined not more than $5,000. :
(%)) Any erson who knowm gly and w11]fully requests or obtams_
any. record. concerning an mdnndual from an agency under false

Eeggxases shall. be ty ofa mxsdemeanor and fined not more than
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Q@) GENERAL EXEMPTIONS —The head of any\agency may promul-
: gate rules, in’ accordarice ‘with the requirements-G cluding general-
_ notice)- of sections 653(b) (1);(2), and (3), (c), and™(e) of this title, -
“to exempt any sysbem of: reeords ‘within the agency from any part
~of this section “except' subsections (), (c)- (1) and (2), (e)4) (A
thro;:fsh (F), (e) (6), (7) (9, (10) and (11) and (1) 1f the system of

(L mamtamed by the Centra.l Intelhgenee Agency, or

2 mamtamed by an agency or component thereof whlch per-
its principal function any activity pe
nt of"crlmin' | __‘laws, including police eﬁ‘orts to pre-
O reduce crime or to apprehend: ¢riminals, and
prosecutors, *courts, correctional, pmbatlon,
autha nd. whach eons:sts of (A) infor-

y of iden-
anc itions dmposa-
rimina charge_s sentencmg, conﬁnement, release, and

- _parole an robat atus; (B) information compiled. for the
...purpose of a criminal investigation, including reports. of inform-
ants and mvestlgato , and associated with an. identifiable jn-

.. - dividual;. or (C)..rep ddentifiable to an individual compiled .

.- “.at-any stage.of th fr.enforeement of the criminal . laws
from arrest or: m(h ugh release-from supervision.

At the time rules are t.ed un er this subsection, the agency
.-shall ihclude .in-the statem ‘required under section 553(c) of thxs»_
 title, the reasons wh m of records is to be exempted from
. a provision of this |
+ . (k) SPECIFIC EXEMPTION
gate rules, in aecordanee
~:notice) - of:; sechons 553(b
to exemF dy
-tions ()(3); (d), (e)(l),

if the system efreeo

The head of any agen may promul- '
1. the requirements (inc cluding general
, {(2);, and .(3), (c), and -(e). of this. title,
' ,_rds w1thm‘;the age from SUbBEC‘g
: hissection

,,552(b)(1) of th1s txtle,

compiled for Jaw enforcement pur-
rithin the scope-of subsection (G)(2)
vever; That if any individual is de-
beneﬁt that he would otherwxse be

mambenance .of rsuch vmate‘rial,‘ such
.%o such individual, except to the ex-
such  material would reveal the:iden-
ed information to the Government -
that the identity:of the source.would
ior-to-the effective date of this sec-
,m:se that the 1dent1ty of the source,

.» tlen, under an 'lmP'
:.e_=wou1d be: held €0)

rith Jrov:chng srotective serv-
e-Uni .,ates or ot er mdlwduals
1tle 18;

—be mamtmned and used solely as




" At the time rules are adopted urider e
shall include in the statement required under section 553(c) of this

tion, except that a sta
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(5) investigatory material compiled solely for the fpuxigOSe of
determining suitability, eligibility, or qualifications for Federal
- civilian emp];;yment military. service, Federal contracts, or ac-
. cess to classified infqrmati_on,”but. .only to the extent that the
_ disclosure  of such material’ would reveal the identity of a
- ..source who furnished information to the Government under an
express Jsro'mise that the identity of the source would be held
in confidence, or, prior to the effective date of this section
under an 'impiied promise that the identity of the source would

be held in confidence; ..~ - T T
(6) testing or examination material used solely to determine
individual qualifications for appointment or promotion in the
Federal service the digclosure of which would compromise the

- obje’ctiirig or. fairness of the testing or examination process; or
- (7). evaluation material used to determine potential for pro-
. motion in the armed services, but only to the extent that the
disclosure of such material would -reveal the identity of a
source who furnished information to the ‘Government under an
‘express gron;’ise that the identity of the source would be held
“in confidence, or, prior to the effective date of this ‘section
- under an im;:_iiéd_'prqmisej that the identity of the source would
‘be held in confidence. " - - IR

- v - p

this subsection, the a ncy
title, the reasonswhy the system of records is to be exempted from
a provision of this section.. < - oue o T
(D(1) ARCHIVAL RECORDS.—Each agency record which is accepted
by the Archivist of the United States for-storage, processing, and -
servicing in accordance with section 3103 of title'44 shall, for the
purposes of this section, be considered to be maintained by the

agency which deposited the record and shall be subject to the provi-

- sions of this section.-The Archivist of the United States shall not

disclose the ‘record except to the- aiéncy'f'which'__maintams” the
record, or under rules established by that agency which :are not in-
consistent with the provisions of this sectiori; -~~~ - = -
- (2) Each’ agency

record pertaining to an identifiable individual

‘which was "transferred to' the- National Archives of the United
- States as’a record which-has sufficient historical or other value to
~warrant its continued presérvation by the United States Govern-

ment, prior to the effective date of this'section, shall, for the pur-
poses of this section; be considered to be maintained ‘by- the: Nation-
al Archives and shall not be subject:to the. provisions of - this sec-

tement generally describing:such records

~(modeled after. the requirements relating to:records subject-to sub-
sections (e)(4) (A) t rough (G)-of this section) -f='shall:-:be"?p1_1blishe§1 in

(3) Each agency ‘record ‘pertaining to an identifiable individual
which is transferred to the National-Archives of the United States
as a record which has sufficient historical or other.value to warrant

-its continued_preServation’by‘ the United States. Government, on or

after the effective date. of this section, shall; for the purposes. of this
section, be considered to be maintained by the National. Archives

|  and shall -be-exempt from the requirements. of this. section except
subsections (e)(4) (K)

through (G) and (e)(9) of this section.

I
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(m) GOVERNMENT CONTRACTORS.~1) When an agency provides
by a‘contract for the. operation ;by-or on ‘behalf .of the- agency:of a
'system-'of-::reoordss:;to--.:—-accnmpiish an :agency: function,: the. agency
shall, .consistent with: its -authority, cause the ‘requirements-of this
section to be applied to such system. For purposes:of subsection (i)
of this séction any such contractor and any.employee of such con-
tractor,” if such contract. is ¢ed to:on or after the effective date
of this section, shall be consi ered to be an employee of an agency.

(2) A:consumer- reporting-agency to which-a record is disclosed
under. section:3711(f) of title 31 shall not be considered a contractor
for the'purposes-of this section.. - i o C

~ (n) MAILING LISTS.—An individual’s name and address may not

besold or rented by an agency.unless-such action is specifically au-

thorized by law. ‘This provision shall' not be construed to require
the withholding of names ?:gnd:<addre§Se§z.othgpwise, permitted to be

made public;. - i’ ot : S

_ EMENTS.~{1)-No record which is contained in
g‘ V?Stem of records may bé disclosed to-a. recipient agency or non-
et

(0) MATCHING AGREEMENTS, -
eral: agen

cy for use --’it'l“»":a."com%ubeti' matching ‘program: except
pursuant to a written ‘agreement. between the: source. agency:and
the recipient agency or non-Federal agency specifying— . . - -
<. {A).the purpose and legaie_:‘authoﬂzsity'%ﬁ conducting the pro-

gram; - i I .

-+ . (B) the justification.for the program and :the anticipated .re-
- sults, including a specific.estimate of any savings; - . .. .
= (C)-a description of the .records: that.will: be matched, includ-
- ing each data elementthat will be used,;the-approximate. num-
‘ber of records ‘that-will be matched,. and the projected starting
-and completion dates of the matching program; . = . " °
D) Ylmcedures for providing individualized:notice at the time
.. .of :app. ',c'{ition,:sand-_notice'penodically thereafter as:directed by
“the-Data. Inteinty Board  of such-agency. (subject-to guidance
rovided : by:the. ‘director of. ‘the. Office .of Management and
udget pursuant to subsection (v)), to— . = oo
"~ (@) applicants for and recipients of financial assistance or
- payments:under Federal benefit programs,and.: . . -
. -v:-(ﬁi’fapli’iﬁeantsséfer""“andf-fholders. of positions: as Federal
- =" pergonnel; . .-~
- - that-any. information provided by such- applicants,. recipients,
2 ~holders; and: individua;s-may.‘ibe: subject-to-verification through
* - -matching progams;; ... .. P LT R SRS R
~ (E) procedures for v rifying information produced :n- such
‘matching program as required by subs_ections_&)_;r e
., (F) procedures for the retention and timely destruction of
-identifiable records created ‘by. a recipient. agency or non-Feder-
al agerncy in‘such matching program; . . .. . . . .
(&) procedures for -ensuring the administrative, technical,
~-and physical security ‘of the records. matched and the results of
- such programs; - IR ST R _

- (H) prohibitions. on' duplication and ‘redisclosure of records
provided by the source agency within-or outside the recipient
‘agency or the:non-Federal ‘agency, except where required by
law or essential to the conduct of the matching program;
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- +(I) procedures governing the use by a recipient agency or

+ non-Federal agency: of records provided in.a matching program
- by a:Bource agency; including procedures-governing return:of

- *. the records to the source agency or destruction of records used
. (J) information -on assessments that have been made on the

~ acouracy of the records that will be used in such matching pro-

< (K) that the Comptroller General may have ‘access to all
-records of ‘a recipient agency or a non-Federal -agency that the
- Comptroller General deems necessary in order to.monitor or

verify compliance with the agreement.

% (2)(A) A copy of each agreement entered into pursuantto para-

graph (1) shall—. : L R G
() .be transmitted to the Commmittee on Governmental Af-

; fairs of the Senate and the Committee on Government Oper- .
-ations of the House of Representatives;and... . - -~ - .

: (ii) be available upon request to the public. T
. (B) No such agreement. shall be: effective-until .30 days-after:the
dateﬁo&) \Erl)uch .such..a copy :is: transmitted pursuant to subpara-
gra v) , SRR S -
.(g) Such an agreement.shall remain in effect: only for such peri--
od, not to exceed 18 months, as the Data Integrity Board:of the
~ agency: determines- is apprOﬁriate' in. light of the purposes, and
length of time necessary for the conduct, of the matching program.
(D) Within 3 months prior to the expiration of such an agreement
pursuant . to -subparagraph (C); the Data Inteirity -‘Board of the
‘agency may; without additional review, renew the matching agree-
‘ment for a current;: ongoing matching program:for not. more than
one additional year if—- < . . o e wRT
- -7(i)-such program will be conducted without any:change; and
- »+:(ii) each:party te the a%:eement certifies to the Boérd in’
-~ writing that the program has been conducted:in compliance
- with the agreement. . -~ " csl Lo e b
(p) VERIFICATION- AND' OPPORTUNITY: TO CONTEST FINDINGS.—(1) -
In order to protect any-individual whose records: are:used in a
matching. program, no recipient agency, non-Federal ‘agency, or
source agency may suspend, terminate, reduce, of make a final de- -
nial of any financial assistance ,or;;]);aymentunnder, a Federal benefit
program . to_such:=individual, or take other adverse. action-against
such individual, as a result of information produced by such-match-
ing program;, until— - - - e oo T o0
(A)(i) the agency has independently verified the information;

- (ii) the Data Integrity Board of the agency, or:in the case of
a non-Federal agency the Data Integrity Board of the source
agency, determines in accordance with ﬁuidahce- issued by the

"+ .. Director of the Office of Management and-Budget that— -

() the information is limited to identification and
amount of benefits paid by the source agency under a Fed-
eral benefit program; and T
* - (II) there is a high degree of confidence that the informa-
tion provided to-the recipient agency is accurate;
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. (B)-the individual receives.a:notice from the ‘agency contain-
-.ing a statement of its firidings and informing the individual of
- the opportunity to contest such findings; and - . .. . -
-.. A€)(1), the expiration-of.any. time period: established for: the
' pi"oiram by statute or regulation. for the individual to.fespond:
. iy in ase .of a%rogramfor which: no.such period.is es-
... tablishe end. of the 30-day. period beginning on the-date. -

-t

“'on"which notice _uﬁder“égpgrgg_paph {B) is mailed or. otherwise.

ation.of specific information Télating to sy
for an.adverse action against the

(3) Notwithstanding paragraph. (1), an tgency n
propriate “action’ otherwise ~prohibited - by such
agency determines that the public health or.
adversely affected or significant] eatened

riod réquiréd by such paragraph.
. (@) SANCPIONSI)Nétht&tan ng -any o rovision’ of ‘la

nosourceagenr%maydlscloseanya'ecordwhxch contained in a

system of records to ‘a‘reifiierit agency or non:Fedéral agency for
a matching program:ifsuch:source: ageticy-has ason to believe

that the requirements’ of subsection ( ), -or:atiy' matching agreement
entered into pursuaht to:subsection 0);: or both, ‘are not being met

(2) No source agency may .renew:_."'i%z‘r'latchinagl agreement unless—

~A).the recipient agency or non-Federa agency has-certified
~wthat it has complied-with the Provisions'of that agreement; and

- .. (B)-thesource ‘agéncy-has no'redson to believe that the certi-

fication is inaccurate. - R T R

. (r)'REPORT ON NEW. SYSTEMS AND MATCHING. PROGRAMS.—Each -
agency ‘that proposes-to:establish- or ‘make’a significant change’in
a system of :récords- or-a matching program-shall provide. adequate
advance notice of any: suchprofposal(m duplicate)-to the :Committee
on .Government- Operations of -the House . of Representatives, the

" Committee on' Governmental ‘Affairs: of the -Senate, and the, Office

of Management-and :Budget-in-order:to permit. an evaluation of the
probable or di)otential effect of such: proposal on the privacy or other
rights of individuals.: - T s
(s) BIENNIAL REPORT.—The President: shall biennially: submit to
the:Speaker of:the House ‘of ‘Representatives and the President pro
tempore of the Senate-a. report— .o oL
 +2.(1) describing the:.actions" of the- Director: of ‘the: Office of
Management and Budget pursuant to section 6 of the Privacy
Act 'ofzrfl974?-..dm:ingfthe“preceding 2 years;= - ..
-+~ (2) describing: the ‘exercise:of individual rights of access and
~-amendment under this section during such years; :




kA ,é; 68 ’

21 TITLE §, U.S.C. | . s.um

(3)-identifying changes in or-additions t6 systems of records;
(4) containing such other information concerning administra-
tion of this section as may be necessary or useful to the Con-
gress in‘reviewing the effectiveness of this section in ‘carrying
- out-the purposes of the Privacy Actof 1974. ~ ~° . "
(t)(1) EFFECT OF OTHER LAaws.—No agency shall Tely on any ex-
emption contaified in-section 562 of:this title to withhold from an
individual any record-which is-otherwise accessible to such:individ-
ual under the provisions of this section. -~~~ - "
(2) No agency shall rely on any exemption in this section to with-

_ hold‘from‘ an individual:any record which is otherwise accessible to -

such individual under the provisions of section 562 of this titls.
(u) DATA INTEGRITY BOARDS.—(1) Every agencyconductmg or .

participating in-a matching program shall establish a Data Integri- -

~ ty Board to oversee and coordinate among the various components

of such agency the agericy’s.implementation of this section. . -
(2) Each Data Integrity Board shall consist of senior officials des-

ignated by the head of the agency, and shall include any senior offi-
cial designated by the head of the agency as responsible for imple-
mentation of this section, and the inspector general of.the agency,
if any.. Theinispector general shall not serve as.chairman .of the -
Data Integrity Board. .. . .= - . o s o L
(3). Each Data Integrity Board—: -

“"(&) shall review, approve, and maintain. all written agree-

_ments for receipt or disclosure of agency records.for ‘matching

gt

programs to. ensure compliance-with subsection (o), and all rel- -

- evant:statutes, regulations, and guidelines; - - -
. (B) shall review. all. matching  programs-in which the agency ..

has participated during the year; either as a source agency or. .
recipient agency, determine compliance: with applicable laws,
regulations, guidelines, and agency agreements, and assess the
‘costs.and benefits of such programs; .- - - o .
.- {C)-shall review ‘all recurring matching programs in which
_the agency has participated- during the year, either as a source
" agency, .or recipient agency, for. continued-justification for such
disclosures; - ’ S AR Co

(D) shall compile an annual report, which shall be submitted
_ to the head of the. agency and:the:Office of Management and-
-Budget and made available to the:public -on.request, describing
« the matching activities of the agency including— C :
~+ . (i) matching programs in.which the agency has partici-
.~ pated as a source agency or-recipient agency; B
- (ii). matching agreements proposed-under.subsection (o)
- that were disapproved-by the Board; - -~ . = ceo
~ (iii) any changes in membership or structure of tke '

- Board in the: preceding year; e e s
(iv)- the : reasons-for.any waiver -of the’re(g.liremqnt in
paragraph (4) of this section for completion and submission

of -a. cost-benefit analysis prior to the approval:of a match-
(v) any violations of -matching-agreements: ‘that have .

_bezn alleged or identified and any corrective’ action taken;




|
|
- il
]
ar

et

SRR e S

quirsd by the Director of the
to be included in such

() chall serve as a clearinghouse for recéiving and providing.
Information on the accuracy, completeness, and rehablh% ,,
recdi'_dsuSedin'ma_tching-_progmms;: T
(F) shall gmﬁder:intexﬁ:etation -and ‘guidanceto agency com-
. ponents and personnel on the requirements of this section for.
‘matching programs; R AT
- {Q) shall review agenic;s recordkeeping ‘and disposal policies: °
and practices for matching programs to assure compliance with
- this sectionyand-© . .7 S S .
_ (H)Y may review-and report on any agency matching activities -
- that arqnqtm:;&’h% g programs. - - oo T
(4)(A) Except as providec in subparagraphs (B) and (C), a Data -

' Inteﬁ?--—Board shall ‘not approve any- written agreement for a

matc progrgm?uﬁless' the agency has completed and submitted
to such Board a cost-benefit analysis of the;proq‘fl’?ed program and
?ucil} -analysis demonstrates that the ‘program is likely to be cost ef-
ective. - . R e
(B) The Board ma: waive the requirements of subparagraph (A)
of this paragraph if it determines in ‘writing, in accordance with
guidelines prescribed by the Director of the ffice of Management
and Budget, that a ¢cost-benefit analysis is not required. . -
{C) A éost:he’heﬁt"aﬁa;y's;isi‘éhéu? not be:required under subpara- -
graph (A prior to the initial approval of ‘a written agreement for
a matching ‘program that is’ jspeciﬁc_:ﬂly_,x_'equ_ix_ﬁ'ed-*b “statute: Any

subsequient written agreement for such a program shall not be ap-
pr‘c}ve'g by the Data Integrity Board unless the agency has: s"ubn’u%—’

ted a cost-benefit analysis of the program as conducted under the’
precedini_approval of such agreement. _

(6)XA) If a matching agreement is disapproved by a Data Integri-
ty Board, any party to such agreement may appea{ the disapproval
to the Director of the Office of Management and Budget. . imely
notice of the filing of such an appeal shall be provided by the Direc-
tor of the Office of Manaqgément&- and Budget to the Committee on -
Governmental Affairs of the: Senate and the Committee on Govern-
ment rations of the House of Representatives.

(B) The Director of the Office of Management and Budget may
aplgrove a matching agreement notwithstanding the disapproval of
a Data Integrity Boa.l-cfT if the Director determines that—

(i) the matching program will be consistent with all applica-
ble legal, regulatory, and policy requirements; o
(ii) there is adequate evidence that the matching agreement

will be cost-effective; and
(iii) the matching program is in the public interest.

(C) The decision of the Director to approve a matching agreement
shall not take effect until 30 days after it is reported to committees
described in subparagraph (A). )

(D) If the Data Integrity Board and the Director of the Office of
Management and Budget disapprove a matching program proposed
by the inspector general of an agenc;y, the inspector general may
report the disapproval to the head of the agency and to the Con- ,
gress. L : :
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(6) The Director of the Office of Management and Budget shall,
annually during the first 3 éﬁears after the date of enactment of this
subsection and biennially thereafter, consolidate in a report to the
Congress the information contained in the reports from the various
Data Integrity Boards under paragraph (3)(D). Such report shall
include detailed information about costs. and benefits of matching
programs that are conducted during the g;ariod covered by such
consolidated re%)rt, and shall identify each waiver.granted by a
Data Inte‘grity oard of the requirement for completion and sub-
mission -0 ‘a-cost-benefit analysis and the reasons for granting the
waiver. .. o ,

(7) In the reports required by paragraphs (3}(D) and (6), agency
matching activities that are not matching programs may- be report-
ed on an aggregate basis, if and {o the extent necessary to protect
ongoing law enforcement or counterintelligence investigations..

5;) FFICE .OF MANAGEMENT AND BUDGET RESPONSIBILITIES.—
The Director of the Office of Management and -Budget shall—:

_ (1) develop and, after notice. and opportunity for public com-

" ment,. prescribe: guidelines and regulations for the use of agen-

cies in itplementing the provisions of this section; and .
(2) ‘provide continuing assistance to and oversight of the

. plementation of this section by agencie : . 7
(Added Pub. L. 93-579, §3, Dec. 31, 1974, 88 Stat. 1897, and

amended Pub. L. 94-188, § 2(2), Dec. 31,.1975, 89 Stat..1057; Pub.
L. 97-365, §2, Oct. 25, 1982, 96 Stat. 1749; Pub. L. .97-375, title.
II, §201(a), (), Dec. 21, 1982, 96 Stat. 1821; Pub. L. 97-4562,
§2(a)(1), Jan: 12, 1983, 96 Stat. 2478; Pub.. L. 98-477, Oct. .15,
1984, 98 Stat. 2211; Pub. L. 98-497, Oct. 19, 1984, 98 Stat. 2292;,
Pub. L. 100-603, Oct, 18, 1988, 102 Stat. 2507) ~ . =
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